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FireblocksSdk 
    



      
Un-official Fireblocks Elixir API Client. For full API spec visit https://docs.fireblocks.com/api/swagger-ui.
# config/dev.exs
config :fireblocks_sdk,
  apiKey: "",
  apiSecret: """
  -----BEGIN RSA PRIVATE KEY-----
  --api-secret-key-goes-here--
  -----END RSA PRIVATE KEY-----
  """

      


      
        Summary


  
    Functions
  


    
      
        audits(atom)

      


        Get audit logs by day.



    


    
      
        estimate_network_fee(asset_id)

      


    


    
      
        get_supported_assets()

      


        Gets all assets that are currently supported by Fireblocks



    


    
      
        get_users()

      


        List all users for the workspace.
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Get audit logs by day.

  



  
    
      
    
    
      estimate_network_fee(asset_id)



        
          
        

    

  


  


  



  
    
      
    
    
      get_supported_assets()



        
          
        

    

  


  

Gets all assets that are currently supported by Fireblocks
iex> FireblocksSdk.get_supported_assets()

  



  
    
      
    
    
      get_users()



        
          
        

    

  


  

List all users for the workspace.
Please note that this endpoint is available only for API keys with Admin permissions.

  


        

      


  

    
FireblocksSdk.Api.Asset 
    




      
        Summary


  
    Functions
  


    
      
        get(assetId)

      


        Returns an asset by ID or legacyID.



    


    
      
        list(opt \\ [])

      


        Retrieves all assets supported by Fireblocks in your workspace, providing extended information and enhanced performance compared to the legacy supported_assets endpoint.



    


    
      
        register(asset, idempotent_key \\ "")

      


        Register a new asset to a workspace and return the newly created asset's details. Currently supported chains are



    


    
      
        set_price(opts, idempotent_key \\ "")

      


        Set asset price for the given asset id. Returns the asset price response.



    


    
      
        update_metadata(opts, idempotent_key \\ "")

      


        Update the user's metadata for an asset.



    





      


      
        Functions


        


  
    
      
    
    
      get(assetId)



        
          
        

    

  


  

Returns an asset by ID or legacyID.

  



    

  
    
      
    
    
      list(opt \\ [])



        
          
        

    

  


  

Retrieves all assets supported by Fireblocks in your workspace, providing extended information and enhanced performance compared to the legacy supported_assets endpoint.
Options: 
	:blockchainId (String.t/0) - Blockchain id of the assets

	:assetClass

	:symbol (String.t/0)

	:scope

	:deprecated (boolean/0)

	:ids (list of String.t/0) - A list of blockchain IDs (max 100)

	:pageCursor (String.t/0) - Page cursor to fetch

	:pageSize (non_neg_integer/0) - Items per page (max 500)



  



    

  
    
      
    
    
      register(asset, idempotent_key \\ "")



        
          
        

    

  


  

Register a new asset to a workspace and return the newly created asset's details. Currently supported chains are:
	EVM based chains
	Stellar
	Algorand
	TRON
	NEAR
	Solana

  FireblocksSdk.Api.Asset.register([
    blockchainId: "ETH_TEST3",
    address: "0xe7A9as1oa38bc4da0248s179E30aa94CcF453991",
    symbol: "TST3"
  ])
Options: 
	:blockchainId (String.t/0) - Required.

	:address (String.t/0) - Required.

	:symbol (String.t/0) - Required.



  



    

  
    
      
    
    
      set_price(opts, idempotent_key \\ "")



        
          
        

    

  


  

Set asset price for the given asset id. Returns the asset price response.
  FireblocksSdk.Api.Asset.set_price([
    assetId: "USD1_B75VRLGX_TQL4",
    currency: "USD",
    price: 1000
  ])
Options: 
	:assetId (String.t/0) - Required.

	:currency (String.t/0) - Required.

	:price - Required.



  



    

  
    
      
    
    
      update_metadata(opts, idempotent_key \\ "")



        
          
        

    

  


  

Update the user's metadata for an asset.
Updates mutable, workspace-scoped metadata (e.g. a free-text note) for the given asset.
  FireblocksSdk.Api.Asset.update_metadata([
    id: "ETH",
    metadata: %{note: %{text: "Primary gas token"}}
  ])
Options: 
	:id (String.t/0) - Required. The ID or legacyId of the asset to update

	:metadata (map/0) - Asset metadata object. May contain a note map with a text field (string) for the user note.



  


        

      


  

    
FireblocksSdk.Api.Blockchain 
    




      
        Summary


  
    Functions
  


    
      
        get(id)

      


        The ID or legacyId of the blockchain



    


    
      
        list(opt \\ [])

      


        Returns all blockchains supported by Fireblocks.



    





      


      
        Functions


        


  
    
      
    
    
      get(id)



        
          
        

    

  


  

The ID or legacyId of the blockchain

  



    

  
    
      
    
    
      list(opt \\ [])



        
          
        

    

  


  

Returns all blockchains supported by Fireblocks.
Options:
	:protocol (String.t/0) - The blockchain protocol

	:deprecated (boolean/0) - Is blockchain deprecated

	:test (boolean/0) - Is test blockchain

	:ids (list of String.t/0) - A list of blockchain IDs (max 100)

	:pageCursor (String.t/0) - Page cursor to fetch

	:pageSize (non_neg_integer/0) - Items per page (max 500)



  


        

      


  

    
FireblocksSdk.Api.Compliance 
    



      
Fireblocks Compliance API.
Covers two resource families:
	Address Registry (/v1/address_registry) — manage workspace and per-vault
opt-in/opt-out from the Fireblocks address registry.
	Screening (/v1/screening) — read and update AML and Travel Rule screening
policies, configurations, and transaction-level compliance operations.


      


      
        Summary


  
    Functions
  


    
      
        add_address_registry_vault_opt_outs(params, idempotency_key \\ "")

      


        Adds one or more vault accounts to the address registry opt-out list.



    


    
      
        bypass_screening_policy(tx_id, idempotency_key \\ "")

      


        Triggers a new outgoing transaction bypassing all screening checks. Admin API users only.



    


    
      
        get_address_registry_tenant_status()

      


        Returns the address registry opt-in status for the current tenant/workspace.



    


    
      
        get_address_registry_vault_opt_out(vault_account_id)

      


        Returns the address registry opt-out status for the given vault account.



    


    
      
        get_aml_post_screening_policy()

      


        Returns the AML post-screening policy for the current workspace.



    


    
      
        get_aml_screening_configuration()

      


        Returns the AML screening configuration for the current workspace.



    


    
      
        get_aml_screening_policy()

      


        Returns the AML screening policy for the current workspace.



    


    
      
        get_legal_entity_by_address(opts)

          deprecated

      


        Returns legal entity information associated with the given blockchain address.



    


    
      
        get_legal_entity_for_address(address)

      


        Returns legal entity information associated with the given blockchain address.



    


    
      
        get_screening_full_details(tx_id)

      


        Returns full compliance details (AML + Travel Rule) for the given screened transaction.



    


    
      
        get_travel_rule_post_screening_policy()

      


        Returns the Travel Rule post-screening policy for the current workspace.



    


    
      
        get_travel_rule_screening_configuration()

      


        Returns the Travel Rule screening configuration for the current workspace.



    


    
      
        get_travel_rule_screening_policy()

      


        Returns the Travel Rule screening policy for the current workspace.



    


    
      
        list_address_registry_vault_opt_outs(opts \\ [])

      


        Returns a paginated list of vault accounts that have opted out of the address registry.



    


    
      
        opt_in_address_registry_tenant(idempotency_key \\ "")

      


        Opts the current tenant/workspace in to the Fireblocks address registry.



    


    
      
        opt_out_address_registry_tenant()

      


        Opts the current tenant/workspace out of the Fireblocks address registry.



    


    
      
        remove_address_registry_vault_opt_out(vault_account_id)

      


        Removes the given vault account from the address registry opt-out list.



    


    
      
        remove_all_address_registry_vault_opt_outs()

      


        Removes all vault accounts from the address registry opt-out list.



    


    
      
        set_aml_verdict(params, idempotency_key \\ "")

      


        Sets a manual AML verdict for a screened transaction.



    


    
      
        update_aml_screening_configuration(params, idempotency_key \\ "")

      


        Updates the AML screening configuration for the current workspace.



    


    
      
        update_screening_configuration(params, idempotency_key \\ "")

      


        Updates global screening configuration for the current workspace.



    


    
      
        update_travel_rule_config(params, idempotency_key \\ "")

      


        Updates the Travel Rule screening configuration for the current workspace.
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      add_address_registry_vault_opt_outs(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec add_address_registry_vault_opt_outs(
  keyword(),
  String.t()
) :: map()


      


Adds one or more vault accounts to the address registry opt-out list.
Options:
	:vaultAccountIds (list of String.t/0) - Required. Vault account IDs to add to the opt-out list


  



    

  
    
      
    
    
      bypass_screening_policy(tx_id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec bypass_screening_policy(String.t(), String.t()) :: map()


      


Triggers a new outgoing transaction bypassing all screening checks. Admin API users only.
	tx_id: Fireblocks transaction ID
	idempotency_key: Optional idempotency key


  



  
    
      
    
    
      get_address_registry_tenant_status()



        
          
        

    

  


  

      

          @spec get_address_registry_tenant_status() :: map()


      


Returns the address registry opt-in status for the current tenant/workspace.

  



  
    
      
    
    
      get_address_registry_vault_opt_out(vault_account_id)



        
          
        

    

  


  

      

          @spec get_address_registry_vault_opt_out(String.t()) :: map()


      


Returns the address registry opt-out status for the given vault account.
	vault_account_id: The vault account ID to look up


  



  
    
      
    
    
      get_aml_post_screening_policy()



        
          
        

    

  


  

      

          @spec get_aml_post_screening_policy() :: map()


      


Returns the AML post-screening policy for the current workspace.

  



  
    
      
    
    
      get_aml_screening_configuration()



        
          
        

    

  


  

      

          @spec get_aml_screening_configuration() :: map()


      


Returns the AML screening configuration for the current workspace.

  



  
    
      
    
    
      get_aml_screening_policy()



        
          
        

    

  


  

      

          @spec get_aml_screening_policy() :: map()


      


Returns the AML screening policy for the current workspace.

  



  
    
      
    
    
      get_legal_entity_by_address(opts)



        
          
        

    

  


    
      This function is deprecated. Use get_legal_entity_for_address/1 instead..
    


  

      

          @spec get_legal_entity_by_address(keyword()) :: map()


      


Returns legal entity information associated with the given blockchain address.
Deprecated. Use get_legal_entity_for_address/1 instead.
Options:
	:address (String.t/0) - Required. Blockchain address to look up

	:asset (String.t/0) - Optional asset identifier (e.g. "ETH")



  



  
    
      
    
    
      get_legal_entity_for_address(address)



        
          
        

    

  


  

      

          @spec get_legal_entity_for_address(String.t()) :: map()


      


Returns legal entity information associated with the given blockchain address.
	address: Blockchain address to look up


  



  
    
      
    
    
      get_screening_full_details(tx_id)



        
          
        

    

  


  

      

          @spec get_screening_full_details(String.t()) :: map()


      


Returns full compliance details (AML + Travel Rule) for the given screened transaction.
	tx_id: Fireblocks transaction ID


  



  
    
      
    
    
      get_travel_rule_post_screening_policy()



        
          
        

    

  


  

      

          @spec get_travel_rule_post_screening_policy() :: map()


      


Returns the Travel Rule post-screening policy for the current workspace.

  



  
    
      
    
    
      get_travel_rule_screening_configuration()



        
          
        

    

  


  

      

          @spec get_travel_rule_screening_configuration() :: map()


      


Returns the Travel Rule screening configuration for the current workspace.

  



  
    
      
    
    
      get_travel_rule_screening_policy()



        
          
        

    

  


  

      

          @spec get_travel_rule_screening_policy() :: map()


      


Returns the Travel Rule screening policy for the current workspace.

  



    

  
    
      
    
    
      list_address_registry_vault_opt_outs(opts \\ [])



        
          
        

    

  


  

      

          @spec list_address_registry_vault_opt_outs(keyword()) :: map()


      


Returns a paginated list of vault accounts that have opted out of the address registry.
Options:
	:pageCursor (String.t/0) - Cursor for paginated results

	:pageSize (non_neg_integer/0) - Number of results per page (1–100) The default value is 50.

	:order - Sort order. One of "VAULT_OPT_OUT_LIST_ORDER_ASC" or "VAULT_OPT_OUT_LIST_ORDER_DESC"



  



    

  
    
      
    
    
      opt_in_address_registry_tenant(idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec opt_in_address_registry_tenant(String.t()) :: map()


      


Opts the current tenant/workspace in to the Fireblocks address registry.
	idempotency_key: Optional idempotency key


  



  
    
      
    
    
      opt_out_address_registry_tenant()



        
          
        

    

  


  

      

          @spec opt_out_address_registry_tenant() :: map()


      


Opts the current tenant/workspace out of the Fireblocks address registry.

  



  
    
      
    
    
      remove_address_registry_vault_opt_out(vault_account_id)



        
          
        

    

  


  

      

          @spec remove_address_registry_vault_opt_out(String.t()) :: map()


      


Removes the given vault account from the address registry opt-out list.
	vault_account_id: The vault account ID to remove


  



  
    
      
    
    
      remove_all_address_registry_vault_opt_outs()



        
          
        

    

  


  

      

          @spec remove_all_address_registry_vault_opt_outs() :: map()


      


Removes all vault accounts from the address registry opt-out list.

  



    

  
    
      
    
    
      set_aml_verdict(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec set_aml_verdict(
  keyword(),
  String.t()
) :: map()


      


Sets a manual AML verdict for a screened transaction.
Options:
	:verdict - Required. The compliance verdict. One of "ACCEPT" or "REJECT"

	:txId (String.t/0) - Required. Fireblocks transaction ID



  



    

  
    
      
    
    
      update_aml_screening_configuration(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_aml_screening_configuration(
  keyword(),
  String.t()
) :: map()


      


Updates the AML screening configuration for the current workspace.
Options:
	:bypassScreeningDuringServiceOutages (boolean/0) - Enable/disable bypass during service outages

	:inboundTransactionDelay (non_neg_integer/0) - Inbound transaction delay in seconds

	:outboundTransactionDelay (non_neg_integer/0) - Outbound transaction delay in seconds



  



    

  
    
      
    
    
      update_screening_configuration(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_screening_configuration(
  keyword(),
  String.t()
) :: map()


      


Updates global screening configuration for the current workspace.
Options:
	:disableBypass (boolean/0) - Disable bypass screening

	:disableUnfreeze (boolean/0) - Disable unfreeze of frozen transactions



  



    

  
    
      
    
    
      update_travel_rule_config(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_travel_rule_config(
  keyword(),
  String.t()
) :: map()


      


Updates the Travel Rule screening configuration for the current workspace.
Options:
	:bypassScreeningDuringServiceOutages (boolean/0) - Enable/disable bypass during service outages

	:inboundTransactionDelay (non_neg_integer/0) - Inbound transaction delay in seconds

	:outboundTransactionDelay (non_neg_integer/0) - Outbound transaction delay in seconds



  


        

      


  

    
FireblocksSdk.Api.Contract 
    




      
        Summary


  
    Functions
  


    
      
        add_asset(contract_asset, idempotent_key \\ "")

      


        Adds an asset to an existing contract.



    


    
      
        create(name, idempotent_key \\ "")

      


        Creates a new contract.



    


    
      
        delete(contract_id)

      


        Delete a contract



    


    
      
        delete_asset(contract_id, asset_id)

      


        Delete a contract asset



    


    
      
        find_contract_asset(contract_id, asset_id)

      


        Returns a contract asset by ID.



    


    
      
        get(contract_id)

      


        Returns a contract by id.



    


    
      
        list()

      


        Gets a list of contracts.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_asset(contract_asset, idempotent_key \\ "")



        
          
        

    

  


  

Adds an asset to an existing contract.
  FireblocksSdk.Api.Contract.add_asset([
    contractId: "CONTRACT_ID",
    assetId: "ASSET_ID",
    address: "ADDRESS",
  ])
Options:
	:contractId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:address (String.t/0) - Required.

	:tag (String.t/0)



  



    

  
    
      
    
    
      create(name, idempotent_key \\ "")



        
          
        

    

  


  

Creates a new contract.

  



  
    
      
    
    
      delete(contract_id)



        
          
        

    

  


  

Delete a contract

  



  
    
      
    
    
      delete_asset(contract_id, asset_id)



        
          
        

    

  


  

Delete a contract asset

  



  
    
      
    
    
      find_contract_asset(contract_id, asset_id)



        
          
        

    

  


  

Returns a contract asset by ID.

  



  
    
      
    
    
      get(contract_id)



        
          
        

    

  


  

Returns a contract by id.

  



  
    
      
    
    
      list()



        
          
        

    

  


  

Gets a list of contracts.

  


        

      


  

    
FireblocksSdk.Api.ContractInteractions 
    




      
        Summary


  
    Functions
  


    
      
        decode(options, idempotentKey \\ "")

      


        Decode a function call data, error, or event log from a deployed contract by blockchain native asset id and contract address.



    


    
      
        get_contract_address(base_asset_id, tx_hash)

      


        Get the contract address deployed by a transaction, identified by blockchain native asset ID
and transaction hash.



    


    
      
        get_functions(options)

      


        Return deployed contract's ABI by blockchain native asset id and contract address



    


    
      
        get_transaction_receipt(receipt)

      


        Retrieve the transaction receipt by blockchain native asset ID and transaction hash



    


    
      
        read(options, idempotentKey \\ "")

      


        Return deployed contract's ABI by blockchain native asset id and contract address



    


    
      
        write(options, idempotentKey \\ "")

      


        Call a write function on a deployed contract by blockchain native asset id and contract address. This creates an onchain transaction, thus it is an async operation. It returns a transaction id that can be polled for status check



    





      


      
        Functions


        


    

  
    
      
    
    
      decode(options, idempotentKey \\ "")



        
          
        

    

  


  

Decode a function call data, error, or event log from a deployed contract by blockchain native asset id and contract address.
Options:
	:baseAssetId (String.t/0) - Required. Base assetId e.g ETH, ETH_TEST5

	:contractAddress (String.t/0) - Required.

	:dataType - Available values: :error, :log, :function

	:data (map/0) - The data to decode, which can be a string or an object containing the data and its type.

	:abi (list of map/0) - The abi of the function/error/log to decode.



  



  
    
      
    
    
      get_contract_address(base_asset_id, tx_hash)



        
          
        

    

  


  

Get the contract address deployed by a transaction, identified by blockchain native asset ID
and transaction hash.
	base_asset_id: Base asset ID of the blockchain (e.g. "ETH", "ETH_TEST5")
	tx_hash: The transaction hash that deployed the contract


  



  
    
      
    
    
      get_functions(options)



        
          
        

    

  


  

Return deployed contract's ABI by blockchain native asset id and contract address
Options:
	:baseAssetId (String.t/0) - Required. Base assetId e.g ETH, ETH_TEST5

	:contractAddress (String.t/0) - Required.



  



  
    
      
    
    
      get_transaction_receipt(receipt)



        
          
        

    

  


  

Retrieve the transaction receipt by blockchain native asset ID and transaction hash
Options:
	:baseAssetId (String.t/0) - Required. Base assetId e.g ETH, ETH_TEST5

	:txHash (String.t/0) - Required. Transaction hash



  



    

  
    
      
    
    
      read(options, idempotentKey \\ "")



        
          
        

    

  


  

Return deployed contract's ABI by blockchain native asset id and contract address
Options:
	:baseAssetId (String.t/0) - Required. Base assetId e.g ETH, ETH_TEST5

	:contractAddress (String.t/0) - Required.

	:abiFunction (map/0)



  



    

  
    
      
    
    
      write(options, idempotentKey \\ "")



        
          
        

    

  


  

Call a write function on a deployed contract by blockchain native asset id and contract address. This creates an onchain transaction, thus it is an async operation. It returns a transaction id that can be polled for status check
Options:
	:baseAssetId (String.t/0) - Required. Base assetId e.g ETH, ETH_TEST5

	:contractAddress (String.t/0) - Required.

	:vaultId (String.t/0) - Required. The vault account id this contract was deploy from

	:abiFunction (map/0)

	:amount (String.t/0) - Amount in base asset. Being used in payable functions

	:feeLevel - Fee level for the write function transaction. interchangeable with the 'fee' field The default value is :medium.

	:fee (String.t/0) - Max fee amount for the write function transaction. interchangeable with the 'feeLevel' field

	:note (String.t/0) - Custom note, not sent to the blockchain, that describes the transaction at your Fireblocks workspace

	:useGasless (boolean/0) - The default value is false.

	:externalId (String.t/0) - External id that can be used to identify the transaction in your system. The unique identifier of the transaction outside of Fireblocks with max length of 255 characters



  


        

      


  

    
FireblocksSdk.Api.EmbeddedWallet 
    



      
Embedded Wallets (NCW) API module for Fireblocks SDK.
Implements all operations under the /v1/ncw/wallets base path as defined in
the Fireblocks OpenAPI specification (tag: Embedded Wallets).

      


      
        Summary


  
    Functions
  


    
      
        add_asset(wallet_id, account_id, asset_id, idempotency_key \\ "")

      


        Add an asset to a specific account within a Non-Custodial Wallet.



    


    
      
        assign_wallet(wallet_id, idempotency_key \\ "")

      


        Assign a specific Non-Custodial Wallet to a user.



    


    
      
        create_account(wallet_id, idempotency_key \\ "")

      


        Create a new account under a specific Non-Custodial Wallet.



    


    
      
        create_wallet(idempotency_key \\ "")

      


        Create a new Non-Custodial Wallet.



    


    
      
        get_account(wallet_id, account_id)

      


        Get a specific account under a specific Non-Custodial Wallet.



    


    
      
        get_addresses(wallet_id, account_id, asset_id, opts \\ [])

      


        Get addresses for a specific asset under a specific account within a
Non-Custodial Wallet.



    


    
      
        get_asset(wallet_id, account_id, asset_id)

      


        Get a specific asset under a specific account within a Non-Custodial Wallet.



    


    
      
        get_asset_balance(wallet_id, account_id, asset_id)

      


        Get the balance of a specific asset under a specific account within a
Non-Custodial Wallet.



    


    
      
        get_asset_public_key_info(wallet_id, account_id, asset_id, change, address_index, opts \\ [])

      


        Get the public key of an asset associated with a specific account within a
Non-Custodial Wallet, identified by its BIP44 change and address index.



    


    
      
        get_asset_public_key_info_alt(wallet_id, account_id, asset_id, change, address_index, opts \\ [])

          deprecated

      


        Get the public key of an asset using the legacy internal path format.



    


    
      
        get_device(wallet_id, device_id)

      


        Get a specific device registered to a specific Non-Custodial Wallet.



    


    
      
        get_device_setup_status(wallet_id, device_id)

      


        Get the key setup state of a specific device under a specific Non-Custodial Wallet.



    


    
      
        get_latest_backup(wallet_id)

      


        Get wallet latest backup details, including the deviceId and backup time.



    


    
      
        get_public_key_info(wallet_id, opts \\ [])

      


        Get the public key information based on derivation path and signing algorithm
within a Non-Custodial Wallet.



    


    
      
        get_supported_assets(opts \\ [])

      


        Retrieve all available supported assets for Non-Custodial Wallets.



    


    
      
        get_wallet(wallet_id)

      


        Get a Non-Custodial Wallet by its ID.



    


    
      
        get_wallet_setup_status(wallet_id)

      


        Get the key setup state for a specific Non-Custodial Wallet, including
required algorithms and device setup status.



    


    
      
        list_assets(wallet_id, account_id, opts \\ [])

      


        Retrieve assets for a specific account under a specific Non-Custodial Wallet.



    


    
      
        list_devices(wallet_id, opts \\ [])

      


        Get a paginated list of registered devices for a specific Non-Custodial Wallet.



    


    
      
        list_wallets(opts \\ [])

      


        List all Non-Custodial Wallets.



    


    
      
        refresh_asset_balance(wallet_id, account_id, asset_id)

      


        Refresh the balance of a specific asset under a specific account within a
Non-Custodial Wallet.



    


    
      
        update_device_status(wallet_id, device_id, params, idempotency_key \\ "")

      


        Update the enabled/disabled status of a specific device for a Non-Custodial Wallet.



    


    
      
        update_wallet_status(wallet_id, params, idempotency_key \\ "")

      


        Update the enabled/disabled status of a specific Non-Custodial Wallet.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_asset(wallet_id, account_id, asset_id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec add_asset(String.t(), String.t(), String.t(), String.t()) :: map()


      


Add an asset to a specific account within a Non-Custodial Wallet.
operationId: AddEmbeddedWalletAsset

  



    

  
    
      
    
    
      assign_wallet(wallet_id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec assign_wallet(String.t(), String.t()) :: map()


      


Assign a specific Non-Custodial Wallet to a user.
operationId: assignEmbeddedWallet

  



    

  
    
      
    
    
      create_account(wallet_id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_account(String.t(), String.t()) :: map()


      


Create a new account under a specific Non-Custodial Wallet.
operationId: CreateEmbeddedWalletAccount

  



    

  
    
      
    
    
      create_wallet(idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_wallet(String.t()) :: map()


      


Create a new Non-Custodial Wallet.
operationId: CreateEmbeddedWallet

  



  
    
      
    
    
      get_account(wallet_id, account_id)



        
          
        

    

  


  

      

          @spec get_account(String.t(), String.t()) :: map()


      


Get a specific account under a specific Non-Custodial Wallet.
operationId: GetEmbeddedWalletAccount

  



    

  
    
      
    
    
      get_addresses(wallet_id, account_id, asset_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_addresses(String.t(), String.t(), String.t(), keyword()) :: map()


      


Get addresses for a specific asset under a specific account within a
Non-Custodial Wallet.
operationId: GetEmbeddedWalletAddresses
Options
	:pageCursor (String.t/0) - Cursor to the next page of results

	:pageSize (integer/0) - Number of items per page (min 1, max 100)

	:sort - Field to sort by: :address or :createdAt The default value is :createdAt.

	:order - Sort direction: :asc or :desc The default value is :asc.

	:enabled (boolean/0) - When set, filters addresses by their enabled/disabled status



  



  
    
      
    
    
      get_asset(wallet_id, account_id, asset_id)



        
          
        

    

  


  

      

          @spec get_asset(String.t(), String.t(), String.t()) :: map()


      


Get a specific asset under a specific account within a Non-Custodial Wallet.
operationId: GetEmbeddedWalletAsset

  



  
    
      
    
    
      get_asset_balance(wallet_id, account_id, asset_id)



        
          
        

    

  


  

      

          @spec get_asset_balance(String.t(), String.t(), String.t()) :: map()


      


Get the balance of a specific asset under a specific account within a
Non-Custodial Wallet.
operationId: GetEmbeddedWalletAssetBalance

  



    

  
    
      
    
    
      get_asset_public_key_info(wallet_id, account_id, asset_id, change, address_index, opts \\ [])



        
          
        

    

  


  

      

          @spec get_asset_public_key_info(
  String.t(),
  String.t(),
  String.t(),
  non_neg_integer(),
  non_neg_integer(),
  keyword()
) :: map()


      


Get the public key of an asset associated with a specific account within a
Non-Custodial Wallet, identified by its BIP44 change and address index.
operationId: GetEmbeddedWalletPublicKeyInfoForAddress
Options
	:compressed (boolean/0) - When true, returns the public key in compressed format


  



    

  
    
      
    
    
      get_asset_public_key_info_alt(wallet_id, account_id, asset_id, change, address_index, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Use get_asset_public_key_info/6 instead — this is a legacy internal endpoint.
    


  

      

          @spec get_asset_public_key_info_alt(
  String.t(),
  String.t(),
  String.t(),
  non_neg_integer(),
  non_neg_integer(),
  keyword()
) :: map()


      


Get the public key of an asset using the legacy internal path format.
operationId: getPublicKeyInfoForAddressNcw
This endpoint is marked x-internal in the specification. Prefer
get_asset_public_key_info/6 for all new integrations.

Options
	:compressed (boolean/0) - When true, returns the public key in compressed format


  



  
    
      
    
    
      get_device(wallet_id, device_id)



        
          
        

    

  


  

      

          @spec get_device(String.t(), String.t()) :: map()


      


Get a specific device registered to a specific Non-Custodial Wallet.
operationId: GetEmbeddedWalletDevice

  



  
    
      
    
    
      get_device_setup_status(wallet_id, device_id)



        
          
        

    

  


  

      

          @spec get_device_setup_status(String.t(), String.t()) :: map()


      


Get the key setup state of a specific device under a specific Non-Custodial Wallet.
operationId: GetEmbeddedWalletDeviceSetupState

  



  
    
      
    
    
      get_latest_backup(wallet_id)



        
          
        

    

  


  

      

          @spec get_latest_backup(String.t()) :: map()


      


Get wallet latest backup details, including the deviceId and backup time.
operationId: GetEmbeddedWalletLatestBackup

  



    

  
    
      
    
    
      get_public_key_info(wallet_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_public_key_info(
  String.t(),
  keyword()
) :: map()


      


Get the public key information based on derivation path and signing algorithm
within a Non-Custodial Wallet.
operationId: getPublicKeyInfoNcw
Options
	:derivationPath (String.t/0) - Required. Full BIP44 derivation path as a JSON-stringified integer array (first element must be 44)

	:algorithm - Required. Signing algorithm: MPC_ECDSA_SECP256K1, MPC_ECDSA_SECP256R1, or MPC_EDDSA_ED25519

	:compressed (boolean/0) - When true, returns the public key in compressed format



  



    

  
    
      
    
    
      get_supported_assets(opts \\ [])



        
          
        

    

  


  

      

          @spec get_supported_assets(keyword()) :: map()


      


Retrieve all available supported assets for Non-Custodial Wallets.
operationId: GetEmbeddedWalletSupportedAssets
Options
	:onlyBaseAssets (boolean/0) - When true, only base assets are returned The default value is true.

	:pageCursor (String.t/0) - Cursor to the next page of results

	:pageSize (integer/0) - Number of items per page (max 400) The default value is 200.

	:order - Sort direction: :asc or :desc The default value is :asc.



  



  
    
      
    
    
      get_wallet(wallet_id)



        
          
        

    

  


  

      

          @spec get_wallet(String.t()) :: map()


      


Get a Non-Custodial Wallet by its ID.
operationId: GetEmbeddedWallet

  



  
    
      
    
    
      get_wallet_setup_status(wallet_id)



        
          
        

    

  


  

      

          @spec get_wallet_setup_status(String.t()) :: map()


      


Get the key setup state for a specific Non-Custodial Wallet, including
required algorithms and device setup status.
operationId: getEmbeddedWalletSetupStatus

  



    

  
    
      
    
    
      list_assets(wallet_id, account_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_assets(String.t(), String.t(), keyword()) :: map()


      


Retrieve assets for a specific account under a specific Non-Custodial Wallet.
operationId: getEmbeddedWalletAssets
Options
	:sort - Field to sort by: :assetId or :createdAt The default value is :assetId.

	:pageCursor (String.t/0) - Cursor to the next page of results

	:pageSize (integer/0) - Number of items per page (max 400) The default value is 200.

	:order - Sort direction: :asc or :desc The default value is :asc.



  



    

  
    
      
    
    
      list_devices(wallet_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_devices(
  String.t(),
  keyword()
) :: map()


      


Get a paginated list of registered devices for a specific Non-Custodial Wallet.
operationId: getEmbeddedWalletDevicesPaginated
Options
	:sort - Field to sort by The default value is :createdAt.

	:pageCursor (String.t/0) - Cursor to the next page of results

	:pageSize (integer/0) - Number of items per page (max 400) The default value is 200.

	:order - Sort direction: :asc or :desc The default value is :asc.



  



    

  
    
      
    
    
      list_wallets(opts \\ [])



        
          
        

    

  


  

      

          @spec list_wallets(keyword()) :: map()


      


List all Non-Custodial Wallets.
operationId: GetEmbeddedWallets
Options
	:sort - Field to sort by The default value is :createdAt.

	:enabled (boolean/0) - When set, filters wallets by their enabled/disabled status

	:pageCursor (String.t/0) - Cursor to the next page of results

	:pageSize (integer/0) - Number of items per page (max 400) The default value is 200.

	:order - Sort direction: :asc or :desc The default value is :asc.



  



  
    
      
    
    
      refresh_asset_balance(wallet_id, account_id, asset_id)



        
          
        

    

  


  

      

          @spec refresh_asset_balance(String.t(), String.t(), String.t()) :: map()


      


Refresh the balance of a specific asset under a specific account within a
Non-Custodial Wallet.
operationId: RefreshEmbeddedWalletAssetBalance

  



    

  
    
      
    
    
      update_device_status(wallet_id, device_id, params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_device_status(String.t(), String.t(), keyword(), String.t()) :: map()


      


Update the enabled/disabled status of a specific device for a Non-Custodial Wallet.
operationId: updateEmbeddedWalletDeviceStatus
Options
	:enabled (boolean/0) - Required. Whether the device should be enabled (true) or disabled (false)


  



    

  
    
      
    
    
      update_wallet_status(wallet_id, params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_wallet_status(String.t(), keyword(), String.t()) :: map()


      


Update the enabled/disabled status of a specific Non-Custodial Wallet.
operationId: updateEmbeddedWalletStatus
Options
	:enabled (boolean/0) - Required. Whether the wallet should be enabled (true) or disabled (false)


  


        

      


  

    
FireblocksSdk.Api.ExchangeAccount 
    




      
        Summary


  
    Functions
  


    
      
        add_account(opts, idempotent_key \\ "")

      


        Add an exchange account to the workspace.



    


    
      
        convert(opts, idempotent_key \\ "")

      


        Convert assets on an exchange account.



    


    
      
        get_account(exchange_id)

      


        Find a specific exchange account by its ID.



    


    
      
        get_account_asset(exchange_account_id, asset_id)

      


        Get a specific asset on an exchange account.



    


    
      
        get_accounts(filter \\ [])

      


        List all exchange accounts (paginated).



    


    
      
        get_credentials_public_key()

      


        Get the public key used to encrypt exchange account credentials.



    


    
      
        transfer(opts, idempotent_key \\ "")

      


        Transfer funds between trading accounts on the same exchange account.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_account(opts, idempotent_key \\ "")



        
          
        

    

  


  

Add an exchange account to the workspace.
FireblocksSdk.Api.ExchangeAccount.add_account([
  exchangeType: :binance,
  name: "My Binance Account",
  key: "api-key-here"
])
Options:
	:exchangeType - Required. The type of exchange account to add

	:name (String.t/0) - Required. Display name of the exchange account

	:creds (String.t/0) - Encrypted credentials

	:key (String.t/0) - API key of the exchange

	:mainAccountId (String.t/0) - Optional main account ID of the exchange



  



    

  
    
      
    
    
      convert(opts, idempotent_key \\ "")



        
          
        

    

  


  

Convert assets on an exchange account.
FireblocksSdk.Api.ExchangeAccount.convert([
  exchangeId: "binance-account-id",
  amount: "100",
  srcAsset: "USDT",
  destAsset: "BTC"
])
Options:
	:exchangeId (String.t/0) - Required. The ID of the exchange account to convert assets on

	:amount (String.t/0) - Required. The amount to convert

	:srcAsset (String.t/0) - Required. The source asset to convert from

	:destAsset (String.t/0) - Required. The destination asset to convert to



  



  
    
      
    
    
      get_account(exchange_id)



        
          
        

    

  


  

Find a specific exchange account by its ID.
	exchange_id: The ID of the exchange account to retrieve


  



  
    
      
    
    
      get_account_asset(exchange_account_id, asset_id)



        
          
        

    

  


  

Get a specific asset on an exchange account.
	exchange_account_id: The ID of the exchange account
	asset_id: The asset ID (e.g. "BTC", "ETH")


  



    

  
    
      
    
    
      get_accounts(filter \\ [])



        
          
        

    

  


  

List all exchange accounts (paginated).
Options:
	:before (String.t/0) - Fetch results before this cursor

	:after (String.t/0) - Fetch results after this cursor

	:limit (non_neg_integer/0) - Maximum number of results to return The default value is 3.



  



  
    
      
    
    
      get_credentials_public_key()



        
          
        

    

  


  

Get the public key used to encrypt exchange account credentials.
Returns the RSA public key that should be used to encrypt exchange API
credentials before submitting them via add_account/2.

  



    

  
    
      
    
    
      transfer(opts, idempotent_key \\ "")



        
          
        

    

  


  

Transfer funds between trading accounts on the same exchange account.
FireblocksSdk.Api.ExchangeAccount.transfer([
  exchangeId: "binance-account-id",
  asset: "BTC",
  amount: "0.5",
  sourceType: :spot,
  destType: :futures
])
Options:
	:exchangeId (String.t/0) - Required. The ID of the exchange account to transfer from

	:asset (String.t/0) - Required. The asset to transfer

	:amount (String.t/0) - Required. The amount to transfer

	:sourceType - Required. The source trading account type. One of :coin_futures, :coin_margined_swap, :exchange, :funding, :fundable, :futures, :futures_cross, :margin, :margin_cross, :options, :spot, :usdt_margined_swap_cross, :usdt_futures, :unified

	:destType - Required. The destination trading account type. One of :coin_futures, :coin_margined_swap, :exchange, :funding, :fundable, :futures, :futures_cross, :margin, :margin_cross, :options, :spot, :usdt_margined_swap_cross, :usdt_futures, :unified



  


        

      


  

    
FireblocksSdk.Api.ExternalWallet 
    




      
        Summary


  
    Functions
  


    
      
        add_asset(asset_info, idempotentKey \\ "")

      


        Add asset to external wallet.



    


    
      
        create(wallet, idempotentKey \\ "")

      


        Creates a new external wallet with the requested name.



    


    
      
        get(wallet_id)

      


        Returns all assets in an external wallet by ID.



    


    
      
        get_wallet_asset(wallet_id, asset_id)

      


        Get an asset from external wallet.



    


    
      
        list()

      


        Gets a list of external wallets.



    


    
      
        remove(wallet_id)

      


        Deletes an external wallet by ID.



    


    
      
        remove_asset(wallet_id, asset_id)

      


        Deletes a whitelisted address (for an asset) from an external wallet.



    


    
      
        set_customer_ref_id(reference, idempotentKey \\ "")

      


        Sets an AML/KYT customer reference ID for the specific external wallet.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_asset(asset_info, idempotentKey \\ "")



        
          
        

    

  


  

Add asset to external wallet.
Options:
	:walletId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:address (String.t/0)

	:tag (String.t/0)



  



    

  
    
      
    
    
      create(wallet, idempotentKey \\ "")



        
          
        

    

  


  

Creates a new external wallet with the requested name.
Options:
	:name (String.t/0) - Required.

	:customerRefId (String.t/0)



  



  
    
      
    
    
      get(wallet_id)



        
          
        

    

  


  

Returns all assets in an external wallet by ID.

  



  
    
      
    
    
      get_wallet_asset(wallet_id, asset_id)



        
          
        

    

  


  

Get an asset from external wallet.

  



  
    
      
    
    
      list()



        
          
        

    

  


  

Gets a list of external wallets.
Note: BTC-based assets belonging to whitelisted addresses cannot be retrieved between 00:00 UTC and 00:01 UTC daily due to third-party provider, Blockchair, being unavailable for this 60 second period. Please wait until the next minute to retrieve BTC-based assets.

  



  
    
      
    
    
      remove(wallet_id)



        
          
        

    

  


  

Deletes an external wallet by ID.

  



  
    
      
    
    
      remove_asset(wallet_id, asset_id)



        
          
        

    

  


  

Deletes a whitelisted address (for an asset) from an external wallet.

  



    

  
    
      
    
    
      set_customer_ref_id(reference, idempotentKey \\ "")



        
          
        

    

  


  

Sets an AML/KYT customer reference ID for the specific external wallet.

  


        

      


  

    
FireblocksSdk.Api.FiatAccount 
    




      
        Summary


  
    Functions
  


    
      
        deposit_from_linked_dda(accountId, amount, idempotentKey \\ "")

      


        Deposits funds from the linked DDA.



    


    
      
        get_account(accountId)

      


        Find a specific fiat account.



    


    
      
        get_accounts()

      


        List fiat accounts.



    


    
      
        redeem_to_linked_dda(accountId, amount, idempotentKey \\ "")

      


        Redeems funds to the linked DDA.



    





      


      
        Functions


        


    

  
    
      
    
    
      deposit_from_linked_dda(accountId, amount, idempotentKey \\ "")



        
          
        

    

  


  

Deposits funds from the linked DDA.

  



  
    
      
    
    
      get_account(accountId)



        
          
        

    

  


  

Find a specific fiat account.

  



  
    
      
    
    
      get_accounts()



        
          
        

    

  


  

List fiat accounts.

  



    

  
    
      
    
    
      redeem_to_linked_dda(accountId, amount, idempotentKey \\ "")



        
          
        

    

  


  

Redeems funds to the linked DDA.

  


        

      


  

    
FireblocksSdk.Api.GasStation 
    




      
        Summary


  
    Functions
  


    
      
        get_settings()

      


        Returns gas station settings and ETH balance.



    


    
      
        get_settings_by_asset(asset)

      


        Returns gas station settings and balances for a requested asset.



    


    
      
        update_settings(config, idempotentKey \\ "")

      


        Configures gas station settings for ETH or given asset.



    





      


      
        Functions


        


  
    
      
    
    
      get_settings()



        
          
        

    

  


  

Returns gas station settings and ETH balance.

  



  
    
      
    
    
      get_settings_by_asset(asset)



        
          
        

    

  


  

Returns gas station settings and balances for a requested asset.
FireblocksSdk.Api.GasStation.get_settings_by_asset("ETH")
Options:
	asset: String.t()


  



    

  
    
      
    
    
      update_settings(config, idempotentKey \\ "")



        
          
        

    

  


  

Configures gas station settings for ETH or given asset.
FireblocksSdk.Api.GasStation.update_settings([
  assetId: "ETH",
  gasThreshold: "0.005",
  gasCap: "0.003"
])
Options:
	:gasThreshold (String.t/0) - Required.

	:gasCap (String.t/0) - Required.

	:maxGasPrice (String.t/0)

	:assetId (String.t/0)



  


        

      


  

    
FireblocksSdk.Api.InternalWallet 
    



      
Internal Wallets are whitelisted wallets that belong to you outside of Fireblocks.
	You can see the balance of the Internal Wallet via Fireblocks
	You cannot initiate transactions from Internal Wallets through Fireblocks

Note:
	BTC-based assets belonging to whitelisted addresses cannot be retrieved between 00:00 UTC and 00:01 UTC daily due to third-party provider, Blockchain, being unavailable for this 60 second period. Please wait until the next minute to retrieve BTC-based assets.
	The list of assets returned will NOT include the balances anymore.


      


      
        Summary


  
    Functions
  


    
      
        add_asset(asset_info, idempotentKey \\ "")

      


        Add asset to internal wallet.



    


    
      
        create(wallet, idempotentKey \\ "")

      


        Creates a new internal wallet with the requested name.



    


    
      
        get(wallet_id)

      


        Returns all assets in an internal wallet by ID.



    


    
      
        get_wallet_asset(wallet_id, asset_id)

      


        Get an asset from internal wallet.



    


    
      
        get_wallet_assets(wallet_id, page_size \\ 50, page_cusor \\ "")

      


        Returns a paginated response of assets in an internal wallet.



    


    
      
        list()

      


        Gets a list of internal wallets.



    


    
      
        remove(wallet_id)

      


        Deletes an internal wallet by ID.



    


    
      
        remove_asset(wallet_id, asset_id)

      


        Deletes a whitelisted address (for an asset) from an internal wallet.



    


    
      
        set_customer_ref_id(reference, idempotentKey \\ "")

      


        Sets an AML/KYT customer reference ID for the specific internal wallet.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_asset(asset_info, idempotentKey \\ "")



        
          
        

    

  


  

Add asset to internal wallet.
Options:
	:walletId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:address (String.t/0)

	:tag (String.t/0)



  



    

  
    
      
    
    
      create(wallet, idempotentKey \\ "")



        
          
        

    

  


  

Creates a new internal wallet with the requested name.
Options:
	:name (String.t/0) - Required.

	:customerRefId (String.t/0)



  



  
    
      
    
    
      get(wallet_id)



        
          
        

    

  


  

Returns all assets in an internal wallet by ID.

  



  
    
      
    
    
      get_wallet_asset(wallet_id, asset_id)



        
          
        

    

  


  

Get an asset from internal wallet.

  



    

    

  
    
      
    
    
      get_wallet_assets(wallet_id, page_size \\ 50, page_cusor \\ "")



        
          
        

    

  


  

Returns a paginated response of assets in an internal wallet.

  



  
    
      
    
    
      list()



        
          
        

    

  


  

Gets a list of internal wallets.
Note: BTC-based assets belonging to whitelisted addresses cannot be retrieved between 00:00 UTC and 00:01 UTC daily due to third-party provider, Blockchair, being unavailable for this 60 second period. Please wait until the next minute to retrieve BTC-based assets.

  



  
    
      
    
    
      remove(wallet_id)



        
          
        

    

  


  

Deletes an internal wallet by ID.

  



  
    
      
    
    
      remove_asset(wallet_id, asset_id)



        
          
        

    

  


  

Deletes a whitelisted address (for an asset) from an internal wallet.

  



    

  
    
      
    
    
      set_customer_ref_id(reference, idempotentKey \\ "")



        
          
        

    

  


  

Sets an AML/KYT customer reference ID for the specific internal wallet.

  


        

      


  

    
FireblocksSdk.Api.Management 
    




      
        Summary


  
    Functions
  


    
      
        create_api_user(params)

      


        Creates a new API user. Admin permission is required.



    


    
      
        create_console_user(params)

      


        Creates a new console user. Admin permission is required.



    


    
      
        create_user_group(params)

      


        Creates a new user group.



    


    
      
        delete_user_group(group_id)

      


        Deletes a user group by its ID.



    


    
      
        get_api_user_whitelist_ip_addresses(user_id)

      


        Returns the whitelist IP addresses for a given API user.



    


    
      
        get_api_users()

      


        Returns all API users in the current tenant.



    


    
      
        get_audit_logs(opts \\ [])

      


        Returns audit logs for the last Day or Week.



    


    
      
        get_console_users()

      


        Returns all console users in the current tenant.



    


    
      
        get_ota_status()

      


        Returns the current OTA (One Time Addresses) status for the workspace.



    


    
      
        get_user_group(group_id)

      


        Returns a single user group by its ID.



    


    
      
        get_user_groups()

      


        Returns a list of all user groups in the workspace.



    


    
      
        get_workspace_status()

      


        Returns the current workspace status (Beta).



    


    
      
        reset_device(user_id)

      


        Resets the mobile device for a console user, requiring them to re-pair.



    


    
      
        set_ota_status(enabled)

      


        Enables or disables OTA (One Time Address) transactions for the workspace.



    


    
      
        update_user_group(group_id, params)

      


        Updates an existing user group's name or member list.



    





      


      
        Functions


        


  
    
      
    
    
      create_api_user(params)



        
          
        

    

  


  

Creates a new API user. Admin permission is required.
Options:
	:role (String.t/0) - Required.

	:name (String.t/0) - Required.

	:publicKey (String.t/0)

	:coSignerSetupIsComplete (boolean/0)



  



  
    
      
    
    
      create_console_user(params)



        
          
        

    

  


  

Creates a new console user. Admin permission is required.
Options:
	:role (String.t/0) - Required.

	:name (String.t/0) - Required.

	:email (String.t/0) - Required.



  



  
    
      
    
    
      create_user_group(params)



        
          
        

    

  


  

Creates a new user group.
Options:
	:groupName (String.t/0) - The user group name

	:memberIds (list of String.t/0) - Array of user IDs to include in the group



  



  
    
      
    
    
      delete_user_group(group_id)



        
          
        

    

  


  

Deletes a user group by its ID.
	group_id: The ID of the user group to delete.


  



  
    
      
    
    
      get_api_user_whitelist_ip_addresses(user_id)



        
          
        

    

  


  

Returns the whitelist IP addresses for a given API user.
	user_id: The ID of the API user.


  



  
    
      
    
    
      get_api_users()



        
          
        

    

  


  

Returns all API users in the current tenant.

  



    

  
    
      
    
    
      get_audit_logs(opts \\ [])



        
          
        

    

  


  

Returns audit logs for the last Day or Week.
Options:
	:timePeriod - The last time period to fetch. One of :day, :week

	:cursor (String.t/0) - Pagination cursor - the next id to start from



  



  
    
      
    
    
      get_console_users()



        
          
        

    

  


  

Returns all console users in the current tenant.

  



  
    
      
    
    
      get_ota_status()



        
          
        

    

  


  

Returns the current OTA (One Time Addresses) status for the workspace.

  



  
    
      
    
    
      get_user_group(group_id)



        
          
        

    

  


  

Returns a single user group by its ID.
	group_id: The ID of the user group to retrieve.


  



  
    
      
    
    
      get_user_groups()



        
          
        

    

  


  

Returns a list of all user groups in the workspace.

  



  
    
      
    
    
      get_workspace_status()



        
          
        

    

  


  

Returns the current workspace status (Beta).

  



  
    
      
    
    
      reset_device(user_id)



        
          
        

    

  


  

Resets the mobile device for a console user, requiring them to re-pair.
	user_id: The ID of the console user whose device will be reset.


  



  
    
      
    
    
      set_ota_status(enabled)



        
          
        

    

  


  

Enables or disables OTA (One Time Address) transactions for the workspace.
	enabled: true to enable OTA transactions, false to disable.


  



  
    
      
    
    
      update_user_group(group_id, params)



        
          
        

    

  


  

Updates an existing user group's name or member list.
	group_id: The ID of the user group to update.

Options:
	:groupName (String.t/0) - The user group name

	:memberIds (list of String.t/0) - Array of user IDs to include in the group



  


        

      


  

    
FireblocksSdk.Api.NetworkConnection 
    



      
Fireblocks Network Connections API.
Covers two resource families within the "Network connections" tag:
	Network Connections (/v1/network_connections) — peer-to-peer connections
between Fireblocks workspaces.
	Network IDs (/v1/network_ids) — local and remote discoverable network
identifiers used to establish those connections.

Routing policies (passed as plain map() values) support three destination
schemes:
	%{"scheme" => "CUSTOM", "dstType" => "VAULT"|"EXCHANGE"|"FIAT_ACCOUNT", "dstId" => id}
	%{"scheme" => "DEFAULT"} — available for network-connection policies only
	%{"scheme" => "NONE"}


      


      
        Summary


  
    Functions
  


    
      
        check_third_party_routing(connection_id, asset_type)

      


        Validates whether future transactions on a given connection are routed to the
displayed recipient or to a third party.



    


    
      
        create_network_connection(params, idempotency_key \\ "")

      


        Creates a new network connection.



    


    
      
        create_network_id(params, idempotency_key \\ "")

      


        Creates a new Network ID.



    


    
      
        delete_network_connection(connection_id)

      


        Deletes an existing network connection by its ID.



    


    
      
        delete_network_id(network_id)

      


        Deletes a network ID by its ID.



    


    
      
        get_network_connection(connection_id)

      


        Returns a single network connection by its ID.



    


    
      
        get_network_connections()

      


        Returns all network connections.



    


    
      
        get_network_id(network_id)

      


        Returns a specific network ID by its ID.



    


    
      
        get_network_ids()

          deprecated

      


        Returns all local and discoverable remote network IDs.



    


    
      
        get_routing_policy_asset_groups()

      


        Returns all enabled routing policy asset groups for the workspace.



    


    
      
        search_network_ids(opts \\ [])

      


        Returns both local and discoverable remote network IDs with optional filtering.



    


    
      
        set_network_id_discoverability(network_id, params)

      


        Updates the discoverability setting of a network ID.



    


    
      
        set_network_id_name(network_id, params)

      


        Updates the display name of a specified network ID.



    


    
      
        set_network_id_routing_policy(network_id, params)

      


        Updates the routing policy of a specified network ID.



    


    
      
        set_routing_policy(connection_id, params)

      


        Updates the routing policy of an existing network connection.



    





      


      
        Functions


        


  
    
      
    
    
      check_third_party_routing(connection_id, asset_type)



        
          
        

    

  


  

      

          @spec check_third_party_routing(String.t(), String.t()) :: map()


      


Validates whether future transactions on a given connection are routed to the
displayed recipient or to a third party.
	connection_id: The ID of the network connection.
	asset_type: The destination asset type to check (e.g. "ETH").


  



    

  
    
      
    
    
      create_network_connection(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_network_connection(
  keyword(),
  String.t()
) :: map()


      


Creates a new network connection.
Initiates a connection between the local workspace's network ID and a remote
network ID. Subject to Flexible Routing Schemes. When custom routing is chosen
but no destination is specified it defaults to dstId=0, dstType=VAULT.
	idempotency_key: Optional idempotency key (X-Idempotency-Key header).

Options:
	:localNetworkId (String.t/0) - Required. Network ID of the profile initiating the connection

	:remoteNetworkId (String.t/0) - Required. Network ID the profile is connecting to

	:routingPolicy (map/0) - Map of asset-group → routing destination (CustomRoutingDest, DefaultNetworkRoutingDest, or NoneNetworkRoutingDest)



  



    

  
    
      
    
    
      create_network_id(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_network_id(
  keyword(),
  String.t()
) :: map()


      


Creates a new Network ID.
	idempotency_key: Optional idempotency key (X-Idempotency-Key header).

Options:
	:name (String.t/0) - Required. Display name for the new network ID

	:routingPolicy (map/0) - Map of asset-group → routing destination. Supports CustomRoutingDest or NoneNetworkRoutingDest only (no DEFAULT scheme)



  



  
    
      
    
    
      delete_network_connection(connection_id)



        
          
        

    

  


  

      

          @spec delete_network_connection(String.t()) :: map()


      


Deletes an existing network connection by its ID.
	connection_id: The ID of the network connection to delete.


  



  
    
      
    
    
      delete_network_id(network_id)



        
          
        

    

  


  

      

          @spec delete_network_id(String.t()) :: map()


      


Deletes a network ID by its ID.
	network_id: The ID of the network to delete.


  



  
    
      
    
    
      get_network_connection(connection_id)



        
          
        

    

  


  

      

          @spec get_network_connection(String.t()) :: map()


      


Returns a single network connection by its ID.
	connection_id: The ID of the network connection.


  



  
    
      
    
    
      get_network_connections()



        
          
        

    

  


  

      

          @spec get_network_connections() :: list()


      


Returns all network connections.
Subject to Flexible Routing Schemes. Each connection includes a routing policy
that controls how outgoing transactions are dispatched — None, Custom, or
Default.

  



  
    
      
    
    
      get_network_id(network_id)



        
          
        

    

  


  

      

          @spec get_network_id(String.t()) :: map()


      


Returns a specific network ID by its ID.
	network_id: The ID of the network to retrieve.


  



  
    
      
    
    
      get_network_ids()



        
          
        

    

  


    
      This function is deprecated. Use search_network_ids/1 instead. See Fireblocks swagger spec for details..
    


  

      

          @spec get_network_ids() :: list()


      


Returns all local and discoverable remote network IDs.
Deprecated
This endpoint is deprecated. Use search_network_ids/1 instead.

  



  
    
      
    
    
      get_routing_policy_asset_groups()



        
          
        

    

  


  

      

          @spec get_routing_policy_asset_groups() :: list()


      


Returns all enabled routing policy asset groups for the workspace.
Asset groups are the keys used in routing policy maps (e.g. "ETH",
"BTC", "ERC20").

  



    

  
    
      
    
    
      search_network_ids(opts \\ [])



        
          
        

    

  


  

      

          @spec search_network_ids(keyword()) :: map()


      


Returns both local and discoverable remote network IDs with optional filtering.
This is the preferred replacement for the deprecated get_network_ids/0.
Options:
	:search (String.t/0) - Filter results by displayName or networkId (minimum 1 character)

	:excludeSelf (boolean/0) - When true, excludes your own workspace's network IDs from results

	:onlySelf (boolean/0) - When true, returns only your own workspace's network IDs

	:excludeConnected (boolean/0) - When true, excludes network IDs that already have an active connection

	:pageCursor (String.t/0) - Cursor for the next page of results

	:pageSize (non_neg_integer/0) - Number of records per page (1–50, default 50)



  



  
    
      
    
    
      set_network_id_discoverability(network_id, params)



        
          
        

    

  


  

      

          @spec set_network_id_discoverability(
  String.t(),
  keyword()
) :: map()


      


Updates the discoverability setting of a network ID.
When isDiscoverable is true, other workspaces can find and connect to this
network ID. When false, it is hidden from remote searches.
	network_id: The ID of the network to update.

Options:
	:isDiscoverable (boolean/0) - Required. Whether this network ID should be visible and discoverable by other workspaces


  



  
    
      
    
    
      set_network_id_name(network_id, params)



        
          
        

    

  


  

      

          @spec set_network_id_name(
  String.t(),
  keyword()
) :: map()


      


Updates the display name of a specified network ID.
	network_id: The ID of the network to rename.

Options:
	:name (String.t/0) - Required. New display name for the network ID


  



  
    
      
    
    
      set_network_id_routing_policy(network_id, params)



        
          
        

    

  


  

      

          @spec set_network_id_routing_policy(
  String.t(),
  keyword()
) :: map()


      


Updates the routing policy of a specified network ID.
	network_id: The ID of the network to update.

Options:
	:routingPolicy (map/0) - Required. New routing policy — map of asset-group → routing destination. Supports CustomRoutingDest or NoneNetworkRoutingDest only


  



  
    
      
    
    
      set_routing_policy(connection_id, params)



        
          
        

    

  


  

      

          @spec set_routing_policy(
  String.t(),
  keyword()
) :: map()


      


Updates the routing policy of an existing network connection.
	connection_id: The ID of the network connection to update.

Options:
	:routingPolicy (map/0) - Required. New routing policy — map of asset-group → routing destination (CustomRoutingDest, DefaultNetworkRoutingDest, or NoneNetworkRoutingDest)


  


        

      


  

    
FireblocksSdk.Api.Nft 
    



      
Fireblocks NFTs API.
Covers all endpoints under the NFTs tag (/v1/nfts), split across two
resource families:
	Token data (/v1/nfts/tokens) — retrieve and refresh NFT metadata.
	Ownership (/v1/nfts/ownership) — list, filter, and update the status
or spam classification of NFTs held across vault accounts or
Non-Custodial Wallets (NCW).

All paginated GET endpoints use cursor-based pagination via pageCursor
and return a paging.next cursor for the following page.

      


      
        Summary


  
    Functions
  


    
      
        get_nft(id)

      


        Returns the token data for a single NFT by its Fireblocks NFT asset ID.



    


    
      
        get_nfts(params)

      


        Returns token data for a batch of NFTs identified by their Fireblocks asset IDs.



    


    
      
        get_ownership_tokens(opts \\ [])

      


        Returns all tokens and their ownership data held in your workspace, with
optional filtering and cursor-based pagination.



    


    
      
        list_owned_collections(opts \\ [])

      


        Returns all NFT collections held across the workspace, with optional
filtering and cursor-based pagination.



    


    
      
        list_owned_tokens(opts \\ [])

      


        Returns all distinct tokens owned by the tenant (deduplicated across vault
accounts), with optional filtering and cursor-based pagination.



    


    
      
        refresh_nft_metadata(id, idempotency_key \\ "")

      


        Triggers a refresh of the metadata for a single NFT.



    


    
      
        update_ownership_tokens(params, idempotency_key \\ "")

      


        Refreshes all token balances for a given vault account on the specified blockchain.



    


    
      
        update_token_ownership_status(id, params, idempotency_key \\ "")

      


        Updates the ownership status of a single NFT across all tenant vaults.



    


    
      
        update_tokens_ownership_spam(items, idempotency_key \\ "")

      


        Updates the spam classification of multiple NFTs in a single request.



    


    
      
        update_tokens_ownership_status(items, idempotency_key \\ "")

      


        Updates the ownership status of multiple NFTs in a single request.



    





      


      
        Functions


        


  
    
      
    
    
      get_nft(id)



        
          
        

    

  


  

      

          @spec get_nft(String.t()) :: map()


      


Returns the token data for a single NFT by its Fireblocks NFT asset ID.
	id: Fireblocks NFT asset ID, e.g. "NFT-abcdefabcdefabcdefabcdefabcdefabcdefabcd".


  



  
    
      
    
    
      get_nfts(params)



        
          
        

    

  


  

      

          @spec get_nfts(keyword()) :: map()


      


Returns token data for a batch of NFTs identified by their Fireblocks asset IDs.
The required ids option is a comma-separated string of up to 100 NFT asset IDs.
Options:
	:ids (String.t/0) - Required. Comma-separated list of Fireblocks NFT asset IDs to retrieve (max 100)

	:sort (String.t/0) - Comma-separated sort field(s). Allowed values: collection.name, name, blockchainDescriptor

	:order - Sort direction — "ASC" (default) or "DESC"

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field

	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100)



  



    

  
    
      
    
    
      get_ownership_tokens(opts \\ [])



        
          
        

    

  


  

      

          @spec get_ownership_tokens(keyword()) :: map()


      


Returns all tokens and their ownership data held in your workspace, with
optional filtering and cursor-based pagination.
Options:
	:blockchainDescriptor (String.t/0) - Filter by blockchain. Supported values: ETH, ETH_TEST3,
ETH_TEST5, ETH_TEST6, POLYGON, POLYGON_TEST_MUMBAI,
AMOY_POLYGON_TEST, XTZ, XTZ_TEST, BASECHAIN_ETH,
BASECHAIN_ETH_TEST3, BASECHAIN_ETH_TEST5, ETHERLINK,
ETHERLINK_TEST, MANTLE, MANTLE_TEST, GUN_GUNZILLA,
GUN_GUNZILLA_TEST, ETH_SONEIUM, SONEIUM_MINATO_TEST,
IOTX_IOTEX, KLAY_KAIA, KLAY_KAIA_TEST, APECHAIN,
APECHAIN_TEST, CRONOS, CRONOS_TEST,
ROBINHOOD_CHAIN_TESTNET_TEST

	:vaultAccountIds (String.t/0) - Comma-separated vault account IDs to filter by (max 100). Ignored when walletType is END_USER_WALLET or ncwId is provided.

	:ncwId (String.t/0) - Tenant's Non-Custodial Wallet ID

	:ncwAccountIds (String.t/0) - Comma-separated NCW account IDs (max 100). Ignored when walletType is VAULT_ACCOUNT or ncwId is not provided.

	:walletType - Wallet type — "VAULT_ACCOUNT" (default) or "END_USER_WALLET"

	:ids (String.t/0) - Comma-separated Fireblocks NFT asset IDs to filter by (max 100)

	:collectionIds (String.t/0) - Comma-separated collection IDs to filter by (max 100)

	:sort (String.t/0) - Comma-separated sort field(s). Allowed values: ownershipLastUpdateTime, name, collection.name, blockchainDescriptor

	:order - Sort direction — "ASC" (default) or "DESC"

	:status - Filter by ownership status — "LISTED" (default) or "ARCHIVED"

	:search (String.t/0) - Search by token name/ID, collection name, or blockchain (max 100 chars)

	:spam (String.t/0) - Filter by spam status — "true", "false", or "all"

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field

	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100)



  



    

  
    
      
    
    
      list_owned_collections(opts \\ [])



        
          
        

    

  


  

      

          @spec list_owned_collections(keyword()) :: map()


      


Returns all NFT collections held across the workspace, with optional
filtering and cursor-based pagination.
Options:
	:ncwId (String.t/0) - Tenant's Non-Custodial Wallet ID

	:walletType - Wallet type — "VAULT_ACCOUNT" (default) or "END_USER_WALLET"

	:search (String.t/0) - Search by collection name or contract address (max 100 chars)

	:sort (String.t/0) - Sort by field. Allowed values: name

	:order - Sort direction — "ASC" (default) or "DESC"

	:status - Filter by ownership status — "LISTED" (default) or "ARCHIVED"

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field

	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100)



  



    

  
    
      
    
    
      list_owned_tokens(opts \\ [])



        
          
        

    

  


  

      

          @spec list_owned_tokens(keyword()) :: map()


      


Returns all distinct tokens owned by the tenant (deduplicated across vault
accounts), with optional filtering and cursor-based pagination.
Options:
	:ncwId (String.t/0) - Tenant's Non-Custodial Wallet ID

	:walletType - Wallet type — "VAULT_ACCOUNT" (default) or "END_USER_WALLET"

	:sort (String.t/0) - Sort by field. Allowed values: name

	:order - Sort direction — "ASC" (default) or "DESC"

	:status - Filter by ownership status — "LISTED" (default) or "ARCHIVED"

	:search (String.t/0) - Search owned tokens by token name (max 100 chars)

	:spam (String.t/0) - Filter by spam status — "true", "false", or "all"

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field

	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100)



  



    

  
    
      
    
    
      refresh_nft_metadata(id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec refresh_nft_metadata(String.t(), String.t()) :: any()


      


Triggers a refresh of the metadata for a single NFT.
Fireblocks will re-fetch the token's metadataURI and update cached values.
Returns 202 Accepted — the refresh happens asynchronously.
	id: Fireblocks NFT asset ID.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      update_ownership_tokens(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_ownership_tokens(
  keyword(),
  String.t()
) :: any()


      


Refreshes all token balances for a given vault account on the specified blockchain.
Triggers an asynchronous update; returns 202 Accepted.
	idempotency_key: Optional X-Idempotency-Key header value.

Options:
	:blockchainDescriptor (String.t/0) - Required. Blockchain to refresh. Supported values: ETH, ETH_TEST5, ETH_TEST6,
POLYGON, POLYGON_TEST_MUMBAI, AMOY_POLYGON_TEST, BASECHAIN_ETH,
BASECHAIN_ETH_TEST5, ETHERLINK, ETHERLINK_TEST, MANTLE,
MANTLE_TEST, GUN_GUNZILLA, GUN_GUNZILLA_TEST, ETH_SONEIUM,
SONEIUM_MINATO_TEST, IOTX_IOTEX, KLAY_KAIA, KLAY_KAIA_TEST,
APECHAIN, APECHAIN_TEST, ROBINHOOD_CHAIN_TESTNET_TEST

	:vaultAccountId (String.t/0) - Required. Vault account ID whose token balances should be refreshed



  



    

  
    
      
    
    
      update_token_ownership_status(id, params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_token_ownership_status(String.t(), keyword(), String.t()) :: any()


      


Updates the ownership status of a single NFT across all tenant vaults.
	id: Fireblocks NFT asset ID.
	idempotency_key: Optional X-Idempotency-Key header value.

Options:
	:status - Required. New ownership status — "LISTED" or "ARCHIVED"


  



    

  
    
      
    
    
      update_tokens_ownership_spam(items, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_tokens_ownership_spam([map()], String.t()) :: any()


      


Updates the spam classification of multiple NFTs in a single request.
Accepts a list of maps, each with:
	"assetId" — Fireblocks NFT asset ID (required)

	"spam" — true to mark as spam, false to unmark (required)

	idempotency_key: Optional X-Idempotency-Key header value.


Example
FireblocksSdk.Api.Nft.update_tokens_ownership_spam([
  %{"assetId" => "NFT-abc...", "spam" => true},
  %{"assetId" => "NFT-def...", "spam" => false}
])

  



    

  
    
      
    
    
      update_tokens_ownership_status(items, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_tokens_ownership_status([map()], String.t()) :: any()


      


Updates the ownership status of multiple NFTs in a single request.
Accepts a list of maps, each with:
	"assetId" — Fireblocks NFT asset ID (required)

	"status" — "LISTED" or "ARCHIVED" (required)

	idempotency_key: Optional X-Idempotency-Key header value.


Example
FireblocksSdk.Api.Nft.update_tokens_ownership_status([
  %{"assetId" => "NFT-abc...", "status" => "ARCHIVED"},
  %{"assetId" => "NFT-def...", "status" => "LISTED"}
])

  


        

      


  

    
FireblocksSdk.Api.Staking 
    




      
        Summary


  
    Functions
  


    
      
        accept_provider_term_of_service(provider_id, idempotentKey \\ "")

      


        Approve staking terms of service.



    


    
      
        claim_reawards(claim_request, idempotentKey \\ "")

      


        Execute a Claim Rewards operation.



    


    
      
        consolidate(consolidate_request, idempotentKey \\ "")

      


        Consolidate ETH staking positions (validator consolidation).



    


    
      
        get_chain_info(chain_descriptor)

      


        Get chain-specific staking summary.



    


    
      
        get_position(id)

      


        Get staking position details.



    


    
      
        get_positions(chain_descriptor \\ "")

      


        List staking positions details



    


    
      
        get_positions_paginated(options \\ [])

      


        List staking positions (paginated).



    


    
      
        get_positions_summary()

      


        Get staking summary details.



    


    
      
        get_positions_summary_by_vault()

      


        Get staking summary details by vault



    


    
      
        get_providers()

      


        List staking providers details



    


    
      
        merge(merge_request, idempotentKey \\ "")

      


        Perform a Solana Merge of two active stake accounts into one.



    


    
      
        split(split_request, idempotentKey \\ "")

      


        Execute a Split operation on SOL/SOL_TEST stake account.



    


    
      
        stake(staking, idempotentKey \\ "")

      


        Init Stake operation - Perform a chain-specific Stake.



    


    
      
        supported_chains()

      


        List staking supported chains



    


    
      
        unstake(unstaking, idempotentKey \\ "")

      


        Execute an unstake operation.



    


    
      
        withdraw(withdrawal, idempotentKey \\ "")

      


        Execute a Withdraw operation.



    





      


      
        Functions


        


    

  
    
      
    
    
      accept_provider_term_of_service(provider_id, idempotentKey \\ "")



        
          
        

    

  


  

Approve staking terms of service.
Approve the terms of service of the staking provider. This must be called before performing a staking action for the first time with this provider.

  



    

  
    
      
    
    
      claim_reawards(claim_request, idempotentKey \\ "")



        
          
        

    

  


  

Execute a Claim Rewards operation.
FireblocksSdk.Api.Staking.claim_reawards([
  id: "b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  chainDescriptor: "SOL",
  txNote: "claim rewards request id b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  feeLevel: :medium
])
Options:
	:id (String.t/0) - Required. id of position to claim rewards from

	:chainDescriptor (String.t/0) - Required.

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0)



  



    

  
    
      
    
    
      consolidate(consolidate_request, idempotentKey \\ "")



        
          
        

    

  


  

Consolidate ETH staking positions (validator consolidation).
Merges a source ETH staking position into a destination position on the beacon chain.
FireblocksSdk.Api.Staking.consolidate([
  chainDescriptor: "ETH",
  sourceId: "b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  destinationId: "f3432f4-34d1-43495-a8ee-jfdjnfj34i3",
  feeLevel: :medium
])
Options:
	:chainDescriptor - Required. Protocol identifier. Supported values: ETH, ETH_TEST6, ETH_TEST_HOODI

	:sourceId (String.t/0) - Required. Id of the source position to consolidate from

	:destinationId (String.t/0) - Required. Id of the destination position to consolidate into

	:fee (String.t/0) - Fee for the transaction. Only one of fee/feeLevel is required.

	:feeLevel

	:txNote (String.t/0) - The note to associate with the consolidation transaction.



  



  
    
      
    
    
      get_chain_info(chain_descriptor)



        
          
        

    

  


  

Get chain-specific staking summary.
Return chain-specific, staking-related information summary (e.g. epoch details, lockup durations, estimated rewards, etc.)
Options:
	chain_descriptor: The protocol identifier (e.g. "ETH"/"SOL"/"MATIC"/"STETH_ETH") to use


  



  
    
      
    
    
      get_position(id)



        
          
        

    

  


  

Get staking position details.
Return detailed information on a staking position, including the staked amount, rewards, status and more.

  



    

  
    
      
    
    
      get_positions(chain_descriptor \\ "")



        
          
        

    

  


  

List staking positions details
FireblocksSdk.Api.Staking.positions("SOL")
Options:
	chainDescriptor: Use "ETH" / "SOL" / "MATIC" / "STETH_ETH" in order to obtain information related to the specific blockchain network or retrieve information about all chains that have data available by providing no argument.


  



    

  
    
      
    
    
      get_positions_paginated(options \\ [])



        
          
        

    

  


  

List staking positions (paginated).
Returns a paginated list of staking positions. Use pageCursor from the response's next field
to fetch subsequent pages.
FireblocksSdk.Api.Staking.get_positions_paginated([
  pageSize: 20,
  chainDescriptor: "ETH",
  order: "DESC"
])
Options:
	:pageSize (integer/0) - Number of results per page (min: 1, max: 100). Returns a paginated {data, next} object. The default value is 10.

	:chainDescriptor (String.t/0) - Protocol identifier to filter positions (e.g. ETH, SOL, ATOM_COS). If omitted, positions across all supported chains are returned.

	:vaultAccountId (String.t/0) - Filter positions by Fireblocks vault account ID. If omitted, positions across all vault accounts are returned.

	:pageCursor (String.t/0) - Cursor for the next page of results. Use the next value from the previous response.

	:order - Sort order: ASC or DESC (default: DESC) The default value is "DESC".



  



  
    
      
    
    
      get_positions_summary()



        
          
        

    

  


  

Get staking summary details.
Return a summary of all vaults, categorized by their status (active, inactive), the total amounts staked and total rewards per-chain.

  



  
    
      
    
    
      get_positions_summary_by_vault()



        
          
        

    

  


  

Get staking summary details by vault
Return a summary for each vault, categorized by their status (active, inactive), the total amounts staked and total rewards per-chain.

  



  
    
      
    
    
      get_providers()



        
          
        

    

  


  

List staking providers details

  



    

  
    
      
    
    
      merge(merge_request, idempotentKey \\ "")



        
          
        

    

  


  

Perform a Solana Merge of two active stake accounts into one.
FireblocksSdk.Api.Staking.merge([
  chainDescriptor: "SOL",
  sourceId: "b70701f4-d7b1-4795-a8ee-b09cdb5b850f",
  destinationId: "f3432f4-34d1-43495-a8ee-jfdjnfj34i3",
  feeLevel: :medium
])
Options:
	:chainDescriptor - Required.

	:sourceId (String.t/0) - Required. Id of the source position to merge from

	:destinationId (String.t/0) - Required. Id of the destination position to merge into

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0) - The note to associate with the transactions.



  



    

  
    
      
    
    
      split(split_request, idempotentKey \\ "")



        
          
        

    

  


  

Execute a Split operation on SOL/SOL_TEST stake account.
FireblocksSdk.Api.Staking.split([
  id: "b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  chainDescriptor: "SOL",
  amount: "20",
  txNote: "split 20 SOL out of 100 SOL, created on 02.04.23",
  feeLevel: :medium
])
Options:
	:id (String.t/0) - Required. id of position to split

	:chainDescriptor - Required.

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0) - The note to associate with the transactions.

	:amount (String.t/0) - Required. Amount of tokens to be transferred to the new stake account.



  



    

  
    
      
    
    
      stake(staking, idempotentKey \\ "")



        
          
        

    

  


  

Init Stake operation - Perform a chain-specific Stake.
FireblocksSdk.Api.Staking.stake([
  vaultAccountId: "22",
  providerId: "kiln",
  chainDescriptor: "SOL",
  stakeAmount: "100",
  txNote: "stake request id CcaHc2L43ZWjwCHART3oZoJvHLAe9hzT2DJNUpBzoTN1 of 100 SOL created on 02.04.23",
  feeLevel: :medium
])
Options:
	:vaultAccountId (String.t/0) - Required. The source vault account to stake from

	:chainDescriptor (String.t/0) - Required.

	:providerId (String.t/0) - Required. The unique identifier of the staking provider

	:stakeAmount (String.t/0) - Required. Amount of tokens to stake

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0)



  



  
    
      
    
    
      supported_chains()



        
          
        

    

  


  

List staking supported chains

  



    

  
    
      
    
    
      unstake(unstaking, idempotentKey \\ "")



        
          
        

    

  


  

Execute an unstake operation.
FireblocksSdk.Api.Staking.unstake([
  id: "b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  chainDescriptor: "SOL",
  txNote: "unstake request id b70701f4-d7b1-4795-a8ee-b09cdb5b850d #SOL",
  feeLevel: :medium
])
Options:
	:id (String.t/0) - Required. id of position to unstake

	:chainDescriptor (String.t/0) - Required.

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0)

	:amount (String.t/0) - The number of tokens to unstake. This optional field is applicable only for liquid staking and allows for a partial unstake of the position. If not provided, the entire position will be unstaked by default.



  



    

  
    
      
    
    
      withdraw(withdrawal, idempotentKey \\ "")



        
          
        

    

  


  

Execute a Withdraw operation.
FireblocksSdk.Api.Staking.withdraw([
  id: "b70701f4-d7b1-4795-a8ee-b09cdb5b850d",
  chainDescriptor: "SOL",
  txNote: "unstake request id b70701f4-d7b1-4795-a8ee-b09cdb5b850d #SOL",
  feeLevel: :medium
])
Options:
	:id (String.t/0) - Required. id of position to withdraw

	:chainDescriptor (String.t/0) - Required.

	:fee (String.t/0)

	:feeLevel

	:txNote (String.t/0)



  


        

      


  

    
FireblocksSdk.Api.Tags 
    



      
Fireblocks Tags API.
Provides CRUD operations for workspace tags and tag approval request management.
Tags can be attached to vault accounts to organize and group them.

      


      
        Summary


  
    Functions
  


    
      
        cancel_approval_request(id)

      


        Cancels a pending tag approval request.



    


    
      
        create_tag(params)

      


        Creates a new tag in the workspace.



    


    
      
        delete_tag(tag_id)

      


        Deletes a tag from the workspace by its ID.



    


    
      
        get_approval_request(id)

      


        Retrieves a single tag approval request by its numeric ID.



    


    
      
        get_tag(tag_id)

      


        Retrieves a single tag by its ID.



    


    
      
        list_tags(opts \\ [])

      


        Returns a paginated list of all tags in the workspace, filtered by optional criteria.



    


    
      
        update_tag(tag_id, params)

      


        Updates an existing tag's label or description.



    





      


      
        Functions


        


  
    
      
    
    
      cancel_approval_request(id)



        
          
        

    

  


  

Cancels a pending tag approval request.
Only PENDING approval requests can be cancelled. Returns 202 Accepted on success.
	id: Numeric string ID of the approval request to cancel


  



  
    
      
    
    
      create_tag(params)



        
          
        

    

  


  

Creates a new tag in the workspace.
Options:
	:label (String.t/0) - Required. The tag label (2–30 characters)

	:description (String.t/0) - Tag description (max 250 characters)

	:color (String.t/0) - Hex color code (e.g. #FF5733)

	:isProtected (boolean/0) - Whether the tag is protected from modification by non-owners The default value is false.



  



  
    
      
    
    
      delete_tag(tag_id)



        
          
        

    

  


  

Deletes a tag from the workspace by its ID.
	tag_id: UUID of the tag to delete


  



  
    
      
    
    
      get_approval_request(id)



        
          
        

    

  


  

Retrieves a single tag approval request by its numeric ID.
	id: Numeric string ID of the approval request


  



  
    
      
    
    
      get_tag(tag_id)



        
          
        

    

  


  

Retrieves a single tag by its ID.
	tag_id: UUID of the tag to retrieve


  



    

  
    
      
    
    
      list_tags(opts \\ [])



        
          
        

    

  


  

Returns a paginated list of all tags in the workspace, filtered by optional criteria.
Options:
	:pageCursor (String.t/0) - Page cursor for the next page of results

	:pageSize (non_neg_integer/0) - Number of results per page (1–100, default 100)

	:label (String.t/0) - Filter tags by label prefix

	:tagIds (list of String.t/0) - Filter by specific tag IDs (max 100 UUIDs)

	:includePendingApprovalsInfo (boolean/0) - Include pending approval info in results The default value is false.

	:isProtected (boolean/0) - Filter by tag protection status



  



  
    
      
    
    
      update_tag(tag_id, params)



        
          
        

    

  


  

Updates an existing tag's label or description.
	tag_id: UUID of the tag to update

Options:
	:label (String.t/0) - The tag label

	:description (String.t/0) - Tag description



  


        

      


  

    
FireblocksSdk.Api.Tap 
    




      
        Summary


  
    Functions
  


    
      
        active_policy()

          deprecated

      


        Returns the active policy and its validation (Legacy).



    


    
      
        get_active_policy_v2(params)

      


        Get the active policy and its validation by policy type (V2 Beta).



    


    
      
        get_draft()

          deprecated

      


        Returns the active draft and its validation (Legacy).



    


    
      
        get_draft_v2(params)

      


        Get the active draft by policy type (V2 Beta).



    


    
      
        publish_draft(params, idempotency_key \\ "")

          deprecated

      


        Send a publish request for a draft by its ID (Legacy).



    


    
      
        publish_draft_v2(params, idempotency_key \\ "")

      


        Send a publish request for a draft by ID and policy types (V2 Beta).



    


    
      
        publish_policy_rules(params, idempotency_key \\ "")

          deprecated

      


        Publish a set of policy rules directly (Legacy).



    


    
      
        update_draft(params, idempotency_key \\ "")

          deprecated

      


        Update the draft with a new set of rules (Legacy).



    


    
      
        update_draft_v2(params, idempotency_key \\ "")

      


        Update the draft with a new set of rules by policy types (V2 Beta).



    





      


      
        Functions


        


  
    
      
    
    
      active_policy()



        
          
        

    

  


    
      This function is deprecated. See Swagger spec for replacement.
    


  

      

          @spec active_policy() :: map()


      


Returns the active policy and its validation (Legacy).
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor, Viewer.

  



  
    
      
    
    
      get_active_policy_v2(params)



        
          
        

    

  


  

      

          @spec get_active_policy_v2(keyword()) :: map()


      


Get the active policy and its validation by policy type (V2 Beta).
Returns the active policy and its validation for a specific policy type.
Note: This endpoint is currently in beta and subject to change.
Contact your Fireblocks Customer Success Manager or send an email to csm@fireblocks.com.

Endpoint Permissions: Owner, Admin, Non-Signing Admin.
Options:
	:policyType (list of String.t/0) - Required. One or more policy types to filter by. Can be repeated for multiple types.
Valid values: TRANSFER, STAKE, CONTRACT_CALL, TYPED_MESSAGE, APPROVE, MINT,
BURN, RAW, COMPLIANCE, DEPLOYMENT, PROGRAM_CALL, DAPP_CONNECTION, UPGRADE,
ORDER, AML_CHAINALYSIS_V2_SCREENING, AML_CHAINALYSIS_V2_POST_SCREENING,
AML_ELLIPTIC_HOLISTIC_SCREENING, AML_ELLIPTIC_HOLISTIC_POST_SCREENING,
TR_NOTABENE_SCREENING, TR_NOTABENE_POST_SCREENING.


  



  
    
      
    
    
      get_draft()



        
          
        

    

  


    
      This function is deprecated. See Swagger spec for replacement.
    


  

      

          @spec get_draft() :: map()


      


Returns the active draft and its validation (Legacy).
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor, Viewer.

  



  
    
      
    
    
      get_draft_v2(params)



        
          
        

    

  


  

      

          @spec get_draft_v2(keyword()) :: map()


      


Get the active draft by policy type (V2 Beta).
Returns the active draft and its validation for a specific policy type.
Note: These endpoints are currently in beta and might be subject to changes.

Endpoint Permissions: Owner, Admin, Non-Signing Admin.
Options:
	:policyType (list of String.t/0) - Required. One or more policy types to filter by. Can be repeated for multiple types.
Valid values: TRANSFER, STAKE, CONTRACT_CALL, TYPED_MESSAGE, APPROVE, MINT,
BURN, RAW, COMPLIANCE, DEPLOYMENT, PROGRAM_CALL, DAPP_CONNECTION, UPGRADE,
ORDER, AML_CHAINALYSIS_V2_SCREENING, AML_CHAINALYSIS_V2_POST_SCREENING,
AML_ELLIPTIC_HOLISTIC_SCREENING, AML_ELLIPTIC_HOLISTIC_POST_SCREENING,
TR_NOTABENE_SCREENING, TR_NOTABENE_POST_SCREENING.


  



    

  
    
      
    
    
      publish_draft(params, idempotency_key \\ "")



        
          
        

    

  


    
      This function is deprecated. See Swagger spec for replacement.
    


  

      

          @spec publish_draft(
  keyword(),
  String.t()
) :: map()


      


Send a publish request for a draft by its ID (Legacy).
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor.
Options:
	:draftId (String.t/0) - Required. The unique identifier of the draft to publish.


  



    

  
    
      
    
    
      publish_draft_v2(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec publish_draft_v2(
  keyword(),
  String.t()
) :: map()


      


Send a publish request for a draft by ID and policy types (V2 Beta).
Sends a publish request for a certain draft ID and returns the result.
Note: These endpoints are currently in beta and might be subject to changes.
Contact your Fireblocks Customer Success Manager or send an email to csm@fireblocks.com.

Endpoint Permissions: Owner, Admin, Non-Signing Admin.
Options:
	:policyTypes (list of String.t/0) - Required. One or more policy types this draft applies to.
Valid values: TRANSFER, STAKE, CONTRACT_CALL, TYPED_MESSAGE, APPROVE, MINT,
BURN, RAW, COMPLIANCE, DEPLOYMENT, PROGRAM_CALL, DAPP_CONNECTION, UPGRADE,
ORDER, AML_CHAINALYSIS_V2_SCREENING, AML_CHAINALYSIS_V2_POST_SCREENING,
AML_ELLIPTIC_HOLISTIC_SCREENING, AML_ELLIPTIC_HOLISTIC_POST_SCREENING,
TR_NOTABENE_SCREENING, TR_NOTABENE_POST_SCREENING.

	:draftId (String.t/0) - Required. The unique identifier of the draft to publish.



  



    

  
    
      
    
    
      publish_policy_rules(params, idempotency_key \\ "")



        
          
        

    

  


    
      This function is deprecated. See Swagger spec for replacement.
    


  

      

          @spec publish_policy_rules(
  keyword(),
  String.t()
) :: map()


      


Publish a set of policy rules directly (Legacy).
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor.
Options:
	:rules (list of map/0) - Required. List of policy rule maps to publish directly.


  



    

  
    
      
    
    
      update_draft(params, idempotency_key \\ "")



        
          
        

    

  


    
      This function is deprecated. See Swagger spec for replacement.
    


  

      

          @spec update_draft(
  keyword(),
  String.t()
) :: map()


      


Update the draft with a new set of rules (Legacy).
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor.
Options:
	:rules (list of map/0) - Required. List of policy rule maps to set as the new draft.


  



    

  
    
      
    
    
      update_draft_v2(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_draft_v2(
  keyword(),
  String.t()
) :: map()


      


Update the draft with a new set of rules by policy types (V2 Beta).
Updates the draft and returns its validation for specific policy types.
Note: These endpoints are currently in beta and might be subject to changes.

Endpoint Permissions: Owner, Admin, Non-Signing Admin.
Options:
	:policyTypes (list of String.t/0) - Required. One or more policy types this draft applies to.
Valid values: TRANSFER, STAKE, CONTRACT_CALL, TYPED_MESSAGE, APPROVE, MINT,
BURN, RAW, COMPLIANCE, DEPLOYMENT, PROGRAM_CALL, DAPP_CONNECTION, UPGRADE,
ORDER, AML_CHAINALYSIS_V2_SCREENING, AML_CHAINALYSIS_V2_POST_SCREENING,
AML_ELLIPTIC_HOLISTIC_SCREENING, AML_ELLIPTIC_HOLISTIC_POST_SCREENING,
TR_NOTABENE_SCREENING, TR_NOTABENE_POST_SCREENING.

	:rules (list of map/0) - Required. Array of V2 PolicyRule maps to set as the new draft.



  


        

      


  

    
FireblocksSdk.Api.Tokenization 
    




      
        Summary


  
    Functions
  


    
      
        create(params, idempotentKey \\ "")

      


        Facilitates the creation of a new token, supporting both EVM-based and Stellar/Ripple platforms.
For EVM, it deploys the corresponding contract template to the blockchain and links the token to the workspace.
For Stellar/Ripple, it links a newly created token directly to the workspace without deploying a contract.
Returns the token link with status "PENDING" until the token is deployed or "SUCCESS" if no deployment is needed.



    


    
      
        get(token_id)

      


          Return a linked token, with its status and metadata.



    


    
      
        get_deterministic_address(params, idempotentKey \\ "")

      


        Get a deterministic address for contract deployment. The address is derived from the contract's bytecode and provided salt. This endpoint is used to get the address of a contract that will be deployed in the future.



    


    
      
        get_link(link_id)

      


        Return a linked token, with its status and metadata.



    


    
      
        get_template(id)

      


    


    
      
        link(link_req, idempotentKey \\ "")

      


        Link an existing token to the workspace.



    


    
      
        list(filter)

      


        Return all linked tokens (paginated)



    


    
      
        templates()

      


    


    
      
        unlink(link_id)

      


        Unlink a token. The token will be unlinked from the workspace. The token will not be deleted on chain nor the refId, only the link to the workspace will be removed.



    





      


      
        Functions


        


    

  
    
      
    
    
      create(params, idempotentKey \\ "")



        
          
        

    

  


  

Facilitates the creation of a new token, supporting both EVM-based and Stellar/Ripple platforms.
For EVM, it deploys the corresponding contract template to the blockchain and links the token to the workspace.
For Stellar/Ripple, it links a newly created token directly to the workspace without deploying a contract.
Returns the token link with status "PENDING" until the token is deployed or "SUCCESS" if no deployment is needed.
Options:
	:blockchainId (String.t/0)

	:assetId (String.t/0)

	:vaultAccountId (String.t/0) - Required. The id of the vault account that initiated the request to issue the token

	:createParams (term/0) - Required.

	:displayName (String.t/0)

	:useGasless (boolean/0)

	:fee (String.t/0)

	:feeLevel (String.t/0)



  



  
    
      
    
    
      get(token_id)



        
          
        

    

  


  

  Return a linked token, with its status and metadata.

  



    

  
    
      
    
    
      get_deterministic_address(params, idempotentKey \\ "")



        
          
        

    

  


  

Get a deterministic address for contract deployment. The address is derived from the contract's bytecode and provided salt. This endpoint is used to get the address of a contract that will be deployed in the future.
Options:
	:chainDescriptor (String.t/0) - Required. The base asset identifier of the blockchain (legacyId) to calculate deterministic address. Example: 'ETH'

	:templateId (String.t/0) - Required. The template identifier (UUID). Example: 'b70701f4-d7b1-4795-a8ee-b09cdb5b850d'

	:initParams (list of map/0) - Required. The deploy function parameters and values of the contract template. See ParameterWithValue schema.

	:salt (String.t/0) - Required. The salt to calculate the deterministic address. Must be a number between 0 and 2^256 -1, for it to fit in the bytes32 parameter. Example: '123456789'



  



  
    
      
    
    
      get_link(link_id)



        
          
        

    

  


  

Return a linked token, with its status and metadata.

  



  
    
      
    
    
      get_template(id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      link(link_req, idempotentKey \\ "")



        
          
        

    

  


  

Link an existing token to the workspace.
Options:
	:type - Required. The type of token being link. Available values: :fungible, :non_fungible_token, :token_utility, :token_extension

	:refId (String.t/0) - The Fireblocks' token link reference id. For example, 'BQ5R_BDESC_ABC' if it's a fungible asset

	:displayName (String.t/0) - The token display name

	:baseAssetId (String.t/0) - The blockchain base assetId

	:contractAddress (String.t/0) - The contract's onchain address



  



  
    
      
    
    
      list(filter)



        
          
        

    

  


  

Return all linked tokens (paginated)
Options:
	:pageCursor (String.t/0)

	:pageSize (non_neg_integer/0) - The default value is 10.

	:status (String.t/0) - The default value is "COMPLETED".



  



  
    
      
    
    
      templates()



        
          
        

    

  


  


  



  
    
      
    
    
      unlink(link_id)



        
          
        

    

  


  

Unlink a token. The token will be unlinked from the workspace. The token will not be deleted on chain nor the refId, only the link to the workspace will be removed.

  


        

      


  

    
FireblocksSdk.Api.TrLink 
    



      
Fireblocks TRLink API.
Covers the TRSupport partner integration framework for Travel Rule compliance
(/v1/screening/trlink). Manages customers (legal entities/VASPs), partner
integrations, VASP discovery, asset support, and Travel Rule Message (TRM)
lifecycle operations.

      


      
        Summary


  
    Functions
  


    
      
        assess_tr_link_travel_rule_requirement(integration_id, body, idempotency_key \\ "")

      


        Assesses the Travel Rule reporting requirement for a transaction.



    


    
      
        cancel_tr_link_trm(integration_id, trm_id, body, idempotency_key \\ "")

      


        Cancels a Travel Rule Message.



    


    
      
        connect_tr_link_integration(integration_id, body, idempotency_key \\ "")

      


        Connects a TRLink integration by supplying API credentials for the partner.



    


    
      
        create_tr_link_customer(body, idempotency_key \\ "")

      


        Creates a new TRLink customer with IVMS101-compliant identity data.



    


    
      
        create_tr_link_integration(body, idempotency_key \\ "")

      


        Creates a new TRLink partner integration.



    


    
      
        create_tr_link_trm(integration_id, body, idempotency_key \\ "")

      


        Creates a Travel Rule Message with IVMS101-compliant PII.



    


    
      
        delete_tr_link_customer(customer_id)

      


        Deletes the TRLink customer with the given customer_id.



    


    
      
        disconnect_tr_link_integration(integration_id)

      


        Disconnects and removes the TRLink integration with the given integration_id.



    


    
      
        get_tr_link_customer(customer_id)

      


        Returns the TRLink customer with the given customer_id.



    


    
      
        get_tr_link_customer_integration(customer_id, integration_id)

      


        Returns a single partner integration by customer and integration IDs.



    


    
      
        get_tr_link_customer_integrations(customer_id)

      


        Returns all partner integrations for the given customer_id.



    


    
      
        get_tr_link_customers()

      


        Returns a list of all TRLink customers.



    


    
      
        get_tr_link_integration_public_key(integration_id)

      


        Returns the partner's public key in JWK format for encrypting PII in Travel Rule messages.



    


    
      
        get_tr_link_partners()

      


        Returns list of available TRSupport partner integrations.



    


    
      
        get_tr_link_policy()

      


        Returns the complete TRSupport policy for the tenant, including pre-screening rules,
post-screening rules, and missing TRM rules.



    


    
      
        get_tr_link_supported_asset(integration_id, asset_id)

      


        Returns a single supported asset by integration and asset IDs.



    


    
      
        get_tr_link_trm(integration_id, trm_id)

      


        Returns a Travel Rule Message by integration and TRM IDs.



    


    
      
        get_tr_link_vasp(integration_id, vasp_id)

      


        Returns a single VASP by integration and VASP IDs.



    


    
      
        list_tr_link_supported_assets(integration_id, opts \\ [])

      


        Returns a paginated list of assets supported by the given integration.



    


    
      
        list_tr_link_vasps(integration_id, opts \\ [])

      


        Returns a paginated list of VASPs available through the given integration.



    


    
      
        redirect_tr_link_trm(integration_id, trm_id, body, idempotency_key \\ "")

      


        Redirects a Travel Rule Message to a subsidiary VASP.



    


    
      
        set_tr_link_destination_trm_id(tx_id, body, idempotency_key \\ "")

      


        Associates a TRM ID with a specific destination in a multi-destination transaction.



    


    
      
        set_tr_link_transaction_trm_id(tx_id, body, idempotency_key \\ "")

      


        Associates a TRM ID with a Fireblocks transaction.



    


    
      
        test_tr_link_integration_connection(integration_id, idempotency_key \\ "")

      


        Tests the connection of a TRLink integration.



    


    
      
        update_tr_link_customer(customer_id, body, idempotency_key \\ "")

      


        Partially updates a TRLink customer's IVMS101 identity data.



    





      


      
        Functions


        


    

  
    
      
    
    
      assess_tr_link_travel_rule_requirement(integration_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec assess_tr_link_travel_rule_requirement(String.t(), map(), String.t()) :: map()


      


Assesses the Travel Rule reporting requirement for a transaction.
Accepts a plain map containing transaction details for assessment.
	integration_id: The unique identifier of the customer integration.
	body: Map containing transaction details for Travel Rule assessment.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      cancel_tr_link_trm(integration_id, trm_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec cancel_tr_link_trm(String.t(), String.t(), map(), String.t()) :: map()


      


Cancels a Travel Rule Message.
Accepts a plain map containing the cancellation reason.
	integration_id: The unique identifier of the customer integration.
	trm_id: The unique identifier of the Travel Rule Message to cancel.
	body: Map containing the cancellation reason.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      connect_tr_link_integration(integration_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec connect_tr_link_integration(String.t(), map(), String.t()) :: map()


      


Connects a TRLink integration by supplying API credentials for the partner.
Accepts a plain map containing the partner API credentials.
	integration_id: The unique identifier of the customer integration.
	body: Map containing the partner API credentials.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      create_tr_link_customer(body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_tr_link_customer(map(), String.t()) :: map()


      


Creates a new TRLink customer with IVMS101-compliant identity data.
Accepts a plain map containing IVMS101 customer identity fields.
	body: IVMS101-compliant customer identity data.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      create_tr_link_integration(body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_tr_link_integration(map(), String.t()) :: map()


      


Creates a new TRLink partner integration.
Accepts a plain map containing customer ID, partner ID, and optional integration ID.
	body: Map with customerId, partnerId, and optionally customerIntegrationId.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      create_tr_link_trm(integration_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_tr_link_trm(String.t(), map(), String.t()) :: map()


      


Creates a Travel Rule Message with IVMS101-compliant PII.
Encrypts sensitive originator and beneficiary information before sending to the partner.
Accepts a plain map containing IVMS101-compliant PII for originator and beneficiary.
	integration_id: The unique identifier of the customer integration.
	body: IVMS101-compliant PII for originator and beneficiary.
	idempotency_key: Optional X-Idempotency-Key header value.


  



  
    
      
    
    
      delete_tr_link_customer(customer_id)



        
          
        

    

  


  

      

          @spec delete_tr_link_customer(String.t()) :: map()


      


Deletes the TRLink customer with the given customer_id.
	customer_id: The unique identifier of the customer.


  



  
    
      
    
    
      disconnect_tr_link_integration(integration_id)



        
          
        

    

  


  

      

          @spec disconnect_tr_link_integration(String.t()) :: map()


      


Disconnects and removes the TRLink integration with the given integration_id.
	integration_id: The unique identifier of the customer integration.


  



  
    
      
    
    
      get_tr_link_customer(customer_id)



        
          
        

    

  


  

      

          @spec get_tr_link_customer(String.t()) :: map()


      


Returns the TRLink customer with the given customer_id.
	customer_id: The unique identifier of the customer.


  



  
    
      
    
    
      get_tr_link_customer_integration(customer_id, integration_id)



        
          
        

    

  


  

      

          @spec get_tr_link_customer_integration(String.t(), String.t()) :: map()


      


Returns a single partner integration by customer and integration IDs.
	customer_id: The unique identifier of the customer.
	integration_id: The unique identifier of the customer integration.


  



  
    
      
    
    
      get_tr_link_customer_integrations(customer_id)



        
          
        

    

  


  

      

          @spec get_tr_link_customer_integrations(String.t()) :: list()


      


Returns all partner integrations for the given customer_id.
	customer_id: The unique identifier of the customer.


  



  
    
      
    
    
      get_tr_link_customers()



        
          
        

    

  


  

      

          @spec get_tr_link_customers() :: list()


      


Returns a list of all TRLink customers.

  



  
    
      
    
    
      get_tr_link_integration_public_key(integration_id)



        
          
        

    

  


  

      

          @spec get_tr_link_integration_public_key(String.t()) :: map()


      


Returns the partner's public key in JWK format for encrypting PII in Travel Rule messages.
	integration_id: The unique identifier of the customer integration.


  



  
    
      
    
    
      get_tr_link_partners()



        
          
        

    

  


  

      

          @spec get_tr_link_partners() :: list()


      


Returns list of available TRSupport partner integrations.

  



  
    
      
    
    
      get_tr_link_policy()



        
          
        

    

  


  

      

          @spec get_tr_link_policy() :: map()


      


Returns the complete TRSupport policy for the tenant, including pre-screening rules,
post-screening rules, and missing TRM rules.

  



  
    
      
    
    
      get_tr_link_supported_asset(integration_id, asset_id)



        
          
        

    

  


  

      

          @spec get_tr_link_supported_asset(String.t(), String.t()) :: map()


      


Returns a single supported asset by integration and asset IDs.
	integration_id: The unique identifier of the customer integration.
	asset_id: The unique identifier of the asset.


  



  
    
      
    
    
      get_tr_link_trm(integration_id, trm_id)



        
          
        

    

  


  

      

          @spec get_tr_link_trm(String.t(), String.t()) :: map()


      


Returns a Travel Rule Message by integration and TRM IDs.
	integration_id: The unique identifier of the customer integration.
	trm_id: The unique identifier of the Travel Rule Message.


  



  
    
      
    
    
      get_tr_link_vasp(integration_id, vasp_id)



        
          
        

    

  


  

      

          @spec get_tr_link_vasp(String.t(), String.t()) :: map()


      


Returns a single VASP by integration and VASP IDs.
	integration_id: The unique identifier of the customer integration.
	vasp_id: The unique identifier of the VASP.


  



    

  
    
      
    
    
      list_tr_link_supported_assets(integration_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tr_link_supported_assets(
  String.t(),
  keyword()
) :: map()


      


Returns a paginated list of assets supported by the given integration.
	integration_id: The unique identifier of the customer integration.

Options:
	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100). Defaults to 100. The default value is 100.

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field.



  



    

  
    
      
    
    
      list_tr_link_vasps(integration_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tr_link_vasps(
  String.t(),
  keyword()
) :: map()


      


Returns a paginated list of VASPs available through the given integration.
	integration_id: The unique identifier of the customer integration.

Options:
	:pageSize (non_neg_integer/0) - Number of items per page (min: 1, max: 100). Defaults to 100. The default value is 100.

	:pageCursor (String.t/0) - Page cursor returned from a previous response's paging.next field.



  



    

  
    
      
    
    
      redirect_tr_link_trm(integration_id, trm_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec redirect_tr_link_trm(String.t(), String.t(), map(), String.t()) :: map()


      


Redirects a Travel Rule Message to a subsidiary VASP.
Accepts a plain map containing target subsidiary VASP details.
	integration_id: The unique identifier of the customer integration.
	trm_id: The unique identifier of the Travel Rule Message to redirect.
	body: Map containing target subsidiary VASP details.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      set_tr_link_destination_trm_id(tx_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec set_tr_link_destination_trm_id(String.t(), map(), String.t()) :: map()


      


Associates a TRM ID with a specific destination in a multi-destination transaction.
Matches destination by amount and peer path. Accepts a plain map containing
TRM ID and destination matching fields.
	tx_id: The Fireblocks transaction ID.
	body: Map containing TRM ID and destination matching fields (amount, peer path).
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      set_tr_link_transaction_trm_id(tx_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec set_tr_link_transaction_trm_id(String.t(), map(), String.t()) :: map()


      


Associates a TRM ID with a Fireblocks transaction.
Accepts a plain map containing the TRM ID to associate.
	tx_id: The Fireblocks transaction ID.
	body: Map containing the TRM ID to associate with the transaction.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      test_tr_link_integration_connection(integration_id, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec test_tr_link_integration_connection(String.t(), String.t()) :: map()


      


Tests the connection of a TRLink integration.
Sends a test request to the partner using the stored credentials and returns
the connection test result.
	integration_id: The unique identifier of the customer integration.
	idempotency_key: Optional X-Idempotency-Key header value.


  



    

  
    
      
    
    
      update_tr_link_customer(customer_id, body, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_tr_link_customer(String.t(), map(), String.t()) :: map()


      


Partially updates a TRLink customer's IVMS101 identity data.
Accepts a plain map containing the fields to update.
	customer_id: The unique identifier of the customer.
	body: Partial IVMS101 customer identity fields to update.
	idempotency_key: Optional X-Idempotency-Key header value.


  


        

      


  

    
FireblocksSdk.Api.Transaction 
    




      
        Summary


  
    Functions
  


    
      
        cancel(txId, idempotencyKey \\ "")

      


        Cancels a transaction by ID.



    


    
      
        create(transaction, idempotent_key \\ "")

      


        Creates a new transaction with the specified options



    


    
      
        drop(tx_drop_req, idempotencyKey \\ "")

      


        Drops a stuck ETH transaction and creates a replacement transaction.



    


    
      
        estimate_fee(transaction, idempotent_key \\ "")

      


        Estimates the transaction fee for a transaction request.



    


    
      
        freeze(txId, idempotencyKey \\ "")

      


        Freezes a transaction by ID.



    


    
      
        get(txId)

      


        Returns a transaction by ID.



    


    
      
        get_asset_fee(asset)

      


        Gets the estimated required fee for an asset.
Fireblocks fetches, calculates and caches the result every 30 seconds.



    


    
      
        get_external_tx_id(exteralTxId)

      


        Returns transaction by external transaction ID.



    


    
      
        list(filter)

      


        List all transactions



    


    
      
        set_confirmation_threshold(threshold, idempotencyKey \\ "")

      


        Overrides the required number of confirmations for transaction completion by transaction ID.



    


    
      
        unfreeze(txId, idempotencyKey \\ "")

      


        Unfreezes a transaction by ID and makes the transaction available again.



    





      


      
        Functions


        


    

  
    
      
    
    
      cancel(txId, idempotencyKey \\ "")



        
          
        

    

  


  

Cancels a transaction by ID.
	txId: Fireblocks transaction id


  



    

  
    
      
    
    
      create(transaction, idempotent_key \\ "")



        
          
        

    

  


  

Creates a new transaction with the specified options
FireblocksSdk.Api.Transaction.create([
  assetId: "ETH",
  operation: :transfer, # :mint | :burn | :raw
  source: %{
    type: :vault_account,
    id: "1"
  },
  destination: %{
    type: :vault_account,
    id: "2"
  },
  amount: "0.005",
  note: "donation!"
])
Supported options:
	:assetId (String.t/0)

	:source (map/0)
	:type - one of :vault_account, :exchange_account, :internal_wallet, :external_wallet, :unknown, :network_connection, :fiat_account, :compound, :one_time_address, :oec_partner

	:id (String.t/0)

	:virtualId (String.t/0)

	:virtualType

	:address (String.t/0)



	:destination (map/0)
	:type - one of :vault_account, :exchange_account, :internal_wallet, :external_wallet, :unknown, :network_connection, :fiat_account, :compound, :one_time_address, :oec_partner

	:id (String.t/0)

	:virtualId (String.t/0)

	:virtualType

	:oneTimeAddress (map/0)
	:address (String.t/0)

	:tag (String.t/0)





	:amount (String.t/0) - For TRANSFER operations, the requested amount to transfer, in the asset's unit.

	:operation - available value :transfer, :mint, :burn, :contract_call, :program_call, :raw, :typed_message, :approve, :enable_asset

	:fee (String.t/0)

	:feeLevel - For UTXO or EVM-based blockchains only. Defines the blockchain fee level which will be payed for the transaction. Alternatively, specific fee estimation parameters exist below.

	:failOnLowFee (boolean/0)

	:maxFee (String.t/0)

	:priorityFee (String.t/0)

	:gasPrice (String.t/0) - For non-EIP-1559, EVM-based transactions. Price per gas unit (in Ethereum this is specified in Gwei).
Note: Only two of the three arguments can be specified in a single transaction: gasLimit, gasPrice and networkFee. Fireblocks recommends using a numeric string for accurate precision. Although a number input exists, it is deprecated.

	:gasLimit (String.t/0)

	:note (String.t/0)

	:cpuStaking (integer/0)

	:networkStaking (integer/0)

	:autoStaking (boolean/0)

	:customerRefId (String.t/0)

	:extraParameters (map/0)

	:destinations (map/0)
	:amount (String.t/0)

	:destination (map/0)
	:type

	:id (String.t/0)

	:oneTimeAddress (map/0)
	:address (String.t/0)

	:tag (String.t/0)







	:replaceTxByHash (String.t/0) - For EVM-based blockchains only. In case a transaction is stuck, specify the hash of the stuck transaction to replace it by this transaction with a higher fee, or to replace it with this transaction with a zero fee and drop it from the blockchain.

	:externalTxId (String.t/0)

	:treatAsGrossAmount (boolean/0) - When set to true, the fee will be deducted from the requested amount.
Note: This parameter can only be considered if a transaction's asset is a base asset, such as ETH or MATIC. If the asset can't be used for transaction fees, like USDC, this parameter is ignored and the fee is deducted from the relevant base asset wallet in the source account.

	:forceSweep (boolean/0) - For Polkadot, Kusama and Westend transactions only. When set to true, Fireblocks will empty the asset wallet.
Note: If set to true when the source account is exactly 1 DOT, the transaction will fail. Any amount more or less than 1 DOT succeeds. This is a Polkadot blockchain limitation.

	:feePayerInfo (map/0)
	:feePayerAccountId (String.t/0)


	:travelRuleMessageId (String.t/0)

	:useGasless (boolean/0)



  



    

  
    
      
    
    
      drop(tx_drop_req, idempotencyKey \\ "")



        
          
        

    

  


  

Drops a stuck ETH transaction and creates a replacement transaction.
  FireblocksSdk.Api.Transaction.drop([
    txId: "fireblock-tx-id",
    feeLevel: :medium,
    gasFee: ""
  ])
Options: 
	:txId (String.t/0) - Required.

	:feeLevel

	:gasFee (String.t/0)



  



    

  
    
      
    
    
      estimate_fee(transaction, idempotent_key \\ "")



        
          
        

    

  


  

Estimates the transaction fee for a transaction request.
Note: Supports all Fireblocks assets except ZCash (ZEC).

  



    

  
    
      
    
    
      freeze(txId, idempotencyKey \\ "")



        
          
        

    

  


  

Freezes a transaction by ID.
	txId: Fireblocks transaction id


  



  
    
      
    
    
      get(txId)



        
          
        

    

  


  

Returns a transaction by ID.
	txId: Fireblocks transaction id


  



  
    
      
    
    
      get_asset_fee(asset)



        
          
        

    

  


  

Gets the estimated required fee for an asset.
Fireblocks fetches, calculates and caches the result every 30 seconds.
Customers should query this API while taking the caching interval into consideration.
Options:
	asset: The asset for which to estimate the fee

Notes:
	The networkFee parameter is the gasPrice with a given delta added, multiplied by the gasLimit plus the delta. - The estimation provided depends on the asset type.

	For UTXO-based assets, the response contains the feePerByte parameter

	For ETH-based and all EVM based assets, the response will contain gasPrice parameter. This is calculated by adding the baseFee to the actualPriority based on the latest 12 blocks. The response for ETH-based  contains the baseFee, gasPrice, and priorityFee parameters.

	For ADA-based assets, the response will contain the parameter networkFee and feePerByte parameters.

	For XRP and XLM, the response will contain the transaction fee.

	For other assets, the response will contain the networkFee parameter.


Learn more about Fireblocks Fee Management in the following guide.
Endpoint Permission: Admin, Non-Signing Admin, Signer, Approver, Editor.

  



  
    
      
    
    
      get_external_tx_id(exteralTxId)



        
          
        

    

  


  

Returns transaction by external transaction ID.
	externalTxId: The external ID of the transaction to return


  



  
    
      
    
    
      list(filter)



        
          
        

    

  


  

List all transactions
FireblocksSdk.Api.Transaction.list([
  status: :rejected,
  sourceType: :vault_account,
  sourceId: "1",
  limit: 10
])
Options: 
	:before (String.t/0) - Unix timestamp in milliseconds. Returns only transactions created before the specified date

	:after (String.t/0) - Unix timestamp in milliseconds. Returns only transactions created after the specified date

	:status - available values :submitted, :queued, :pending_signature, :pending_authorization, :pending_3rd_party_manual_approval, :pending_3rd_party, :broadcasting, :confirming, :completed, :pending_aml_screening, :partially_completed, :cancelling, :cancelled, :rejected, :failed, :timeout, :blocked

	:orderBy - available values :createdAt, :lastUpdated

	:sort - one of :asc or :desc

	:limit (integer/0) - Limits the number of results. If not provided, a limit of 200 will be used. The maximum allowed limit is 500

	:txHash (String.t/0) - Returns only results with a specified txHash

	:assets (String.t/0) - A list of assets to filter by, seperated by commas

	:sourceType - one of :vault_account, :exchange_account, :internal_wallet, :external_wallet, :unknown, :network_connection, :fiat_account, :compound, :one_time_address, :oec_partner

	:destType - one of :vault_account, :exchange_account, :internal_wallet, :external_wallet, :unknown, :network_connection, :fiat_account, :compound, :one_time_address, :oec_partner

	:sourceId (String.t/0)

	:destId (String.t/0) - The destination ID of the transaction

	:sourceWalletId (String.t/0) - Returns only results where the source is a specific end user wallet

	:destWalletId (String.t/0) - Returns only results where the destination is a specific end user wallet

	:next (String.t/0) - Retrieve the next page of results

	:prev (String.t/0) - Retrieve the previous page of results



  



    

  
    
      
    
    
      set_confirmation_threshold(threshold, idempotencyKey \\ "")



        
          
        

    

  


  

Overrides the required number of confirmations for transaction completion by transaction ID.
Options:
	:type - available value :txId, :txHash

	:id (String.t/0) - Fireblocks transaction id or blockchain transaction hash

	:numOfConfirmations (integer/0) - The default value is 0.



  



    

  
    
      
    
    
      unfreeze(txId, idempotencyKey \\ "")



        
          
        

    

  


  

Unfreezes a transaction by ID and makes the transaction available again.
	txId: Fireblocks transaction id


  


        

      


  

    
FireblocksSdk.Api.TravelRule 
    



      
Fireblocks Travel Rule API.
Covers VASP discovery, transaction validation, vault VASP assignment,
and TRUST network proof-of-address workflows under the Travel Rule tag
(/v1/screening/travel_rule).

      


      
        Summary


  
    Functions
  


    
      
        create_trust_proof_of_address(params, idempotency_key \\ "")

      


        Creates a TRUST-compatible proof-of-address signature for a vault account.



    


    
      
        get_trust_proof_of_address(transaction_id)

      


        Retrieves the TRUST-compatible encoded signature for proof of address.



    


    
      
        get_vasp_by_did(did, opts \\ [])

      


        Returns information about a specific VASP identified by its DID.



    


    
      
        get_vasp_for_vault(vault_account_id)

      


        Returns the VASP DID assigned to the vault, or an empty string if none is assigned.



    


    
      
        get_vasps(opts \\ [])

      


        Returns a paginated list of VASPs from the Notabene VASP directory.



    


    
      
        set_vasp_for_vault(vault_account_id, params, idempotency_key \\ "")

      


        Assigns or removes the VASP DID for a vault account.



    


    
      
        update_vasp(params, idempotency_key \\ "")

      


        Updates a VASP's pii_didkey in the workspace.



    


    
      
        validate_full_travel_rule_transaction(params, idempotency_key \\ "")

      


        Validates a full Travel Rule transaction with IVMS101 PII.



    


    
      
        validate_travel_rule_transaction(params, idempotency_key \\ "")

          deprecated

      


        Validates a Travel Rule transaction (basic form).



    





      


      
        Functions


        


    

  
    
      
    
    
      create_trust_proof_of_address(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec create_trust_proof_of_address(
  keyword(),
  String.t()
) :: map()


      


Creates a TRUST-compatible proof-of-address signature for a vault account.
Generates an encoded signature by signing a TRUST-formatted message with the
private key held in the specified vault account. The resulting signature should
be submitted directly to the TRUST network for address-ownership verification.
	idempotency_key: Optional idempotency key (Idempotency-Key header).

Options:
	:vaultAccountId (String.t/0) - Required. The vault account ID whose address will be proved

	:asset (String.t/0) - Required. Asset identifier for the address being proved, e.g. "BTC", "ETH"

	:prefix (String.t/0) - Required. Prefix prepended to the message before signing, as required by TRUST

	:trustUuid (String.t/0) - Required. UUID obtained from the TRUST network via the CreateAddressOwnership flow



  



  
    
      
    
    
      get_trust_proof_of_address(transaction_id)



        
          
        

    

  


  

      

          @spec get_trust_proof_of_address(String.t()) :: map()


      


Retrieves the TRUST-compatible encoded signature for proof of address.
Send this directly to TRUST for verification.
	transaction_id: The transaction ID associated with the proof-of-address request.


  



    

  
    
      
    
    
      get_vasp_by_did(did, opts \\ [])



        
          
        

    

  


  

      

          @spec get_vasp_by_did(
  String.t(),
  keyword()
) :: map()


      


Returns information about a specific VASP identified by its DID.
	did: The Decentralized Identifier (DID) of the VASP to retrieve.

Options:
	:fields (String.t/0) - Comma-separated list of VASP fields to include in the response, e.g. "name,did,complianceLevel"


  



  
    
      
    
    
      get_vasp_for_vault(vault_account_id)



        
          
        

    

  


  

      

          @spec get_vasp_for_vault(String.t()) :: map()


      


Returns the VASP DID assigned to the vault, or an empty string if none is assigned.
	vault_account_id: The ID of the vault account to query.


  



    

  
    
      
    
    
      get_vasps(opts \\ [])



        
          
        

    

  


  

      

          @spec get_vasps(keyword()) :: map()


      


Returns a paginated list of VASPs from the Notabene VASP directory.
Results default to 500 per page (accepted range 100–1000). Use the returned
pageCursor to iterate through subsequent pages.
Options:
	:order - Sort order for results. One of "ASC" or "DESC"

	:pageSize (non_neg_integer/0) - Number of results per page (default 500, accepted range 100–1000)

	:fields (String.t/0) - Comma-separated list of VASP fields to include in each result, e.g. "name,did"

	:search (String.t/0) - Free-text search query to filter VASPs by name or DID, e.g. "Fireblocks"

	:reviewValue - Filter results by workspace review status. One of "TRUSTED", "BLOCKED", "MANUAL"

	:pageCursor (String.t/0) - Opaque cursor string returned by a previous response for pagination



  



    

  
    
      
    
    
      set_vasp_for_vault(vault_account_id, params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec set_vasp_for_vault(String.t(), keyword(), String.t()) :: map()


      


Assigns or removes the VASP DID for a vault account.
Use this to link a vault to a specific VASP for Travel Rule purposes.
Pass vaspDid: "" to clear an existing assignment.
	vault_account_id: The ID of the vault account to configure.
	idempotency_key: Optional idempotency key (Idempotency-Key header).

Options:
	:vaspDid (String.t/0) - VASP DID to assign to the vault account. Pass an empty string "" to remove an existing assignment.


  



    

  
    
      
    
    
      update_vasp(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec update_vasp(
  keyword(),
  String.t()
) :: map()


      


Updates a VASP's pii_didkey in the workspace.
Sets or rotates the public DID key used to encrypt PII payloads before
transmitting them to the specified VASP.
	idempotency_key: Optional idempotency key (Idempotency-Key header).

Options:
	:did (String.t/0) - Required. DID of the VASP entry to update

	:pii_didkey (String.t/0) - Required. Public jsonDIDkey obtained from Notabene, used to encrypt PII sent to this VASP



  



    

  
    
      
    
    
      validate_full_travel_rule_transaction(params, idempotency_key \\ "")



        
          
        

    

  


  

      

          @spec validate_full_travel_rule_transaction(
  keyword(),
  String.t()
) :: map()


      


Validates a full Travel Rule transaction with IVMS101 PII.
This is the preferred endpoint for Travel Rule compliance validation.
Accepts complete originator and beneficiary PII in IVMS101 format and checks
compliance against the applicable regulatory framework and the beneficiary
VASP's jurisdiction policy.
	idempotency_key: Optional idempotency key (Idempotency-Key header).

Options:
	:originator (map/0) - Required. Originator PII in IVMS101 format

	:beneficiary (map/0) - Required. Beneficiary PII in IVMS101 format

	:originatorVASPdid (String.t/0) - DID of the originating VASP

	:beneficiaryVASPdid (String.t/0) - DID of the beneficiary VASP

	:transactionAsset (String.t/0) - Asset ticker, e.g. "BTC", "ETH"

	:transactionAmount (String.t/0) - Amount of the transaction

	:originatorVASPname (String.t/0) - Name of the originating VASP

	:beneficiaryVASPname (String.t/0) - Name of the beneficiary VASP

	:transactionBlockchainInfo (map/0) - Blockchain-level transaction metadata

	:encrypted (String.t/0) - Encrypted PII payload

	:protocol - Travel Rule protocol to use. One of "TRLight", "TRP", "OpenVASP", "GTR"

	:skipBeneficiaryDataValidation (boolean/0) - When true, skips server-side validation of the beneficiary data

	:travelRuleBehavior (boolean/0) - When true, checks whether the transaction is compliant with the beneficiary VASP's jurisdiction

	:originatorRef (String.t/0) - Reference ID for the originator

	:beneficiaryRef (String.t/0) - Reference ID for the beneficiary

	:travelRuleBehaviorRef (String.t/0) - Reference ID for travel rule behavior

	:originatorProof (map/0) - Proof object for the originator

	:beneficiaryProof (map/0) - Proof object for the beneficiary

	:beneficiaryDid (String.t/0) - DID of the beneficiary

	:originatorDid (String.t/0) - DID of the originator

	:isNonCustodial (boolean/0) - When true, indicates this is a non-custodial transfer

	:notificationEmail (String.t/0) - Email address to receive Travel Rule notifications

	:pii (map/0) - Plain-text PII payload in IVMS101 format

	:pii_url (String.t/0) - URL pointing to the encrypted PII payload



  



    

  
    
      
    
    
      validate_travel_rule_transaction(params, idempotency_key \\ "")



        
          
        

    

  


    
      This function is deprecated. Use validate_full_travel_rule_transaction/2 instead..
    


  

      

          @spec validate_travel_rule_transaction(
  keyword(),
  String.t()
) :: map()


      


Validates a Travel Rule transaction (basic form).
Checks basic Travel Rule fields for a transaction against the Notabene network.
This endpoint is deprecated — use validate_full_travel_rule_transaction/2
for full IVMS101-compliant validation instead.
Options:
	:transactionAsset (String.t/0) - Required. Asset ticker for the transaction, e.g. "BTC", "ETH"

	:destination (String.t/0) - Required. Destination address of the transaction

	:transactionAmount (String.t/0) - Required. Amount of the transaction expressed in the transaction asset

	:originatorVASPdid (String.t/0) - Required. DID of the originating VASP

	:originatorEqualsBeneficiary (boolean/0) - Required. true when the originator and beneficiary are the same natural person

	:transactionAssetDecimals (non_neg_integer/0) - Number of decimals for the asset

	:travelRuleBehavior (boolean/0) - When true, checks whether the transaction is compliant with the beneficiary VASP's jurisdiction

	:beneficiaryVASPdid (String.t/0) - DID of the beneficiary VASP

	:beneficiaryVASPname (String.t/0) - Name of the beneficiary VASP

	:beneficiaryName (String.t/0) - Full name of the beneficiary

	:beneficiaryAccountNumber (String.t/0) - Account number of the beneficiary

	:beneficiaryAddress (map/0) - TravelRuleAddress object for the beneficiary



  


        

      


  

    
FireblocksSdk.Api.User 
    




      
        Summary


  
    Functions
  


    
      
        users()

      


        Only work if API key has role Admin
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Only work if API key has role Admin

  


        

      


  

    
FireblocksSdk.Api.Vault 
    




      
        Summary


  
    Functions
  


    
      
        activate(vault_id, asset_id, idempotentKey \\ "")

      


        Initiates activation for a wallet in a vault account.



    


    
      
        attach_detach_tags(params, idempotent_key \\ "")

      


        Attach or detach tags from one or more vault accounts.



    


    
      
        create(vault, idempotentKey \\ "")

      


        Creates a new vault account with the requested name.



    


    
      
        create_multiple_accounts(params, idempotent_key \\ "")

      


        Bulk creation of new vault accounts.



    


    
      
        create_multiple_deposit_addresses(params, idempotent_key \\ "")

      


        Bulk creation of deposit addresses for a vault account asset.



    


    
      
        create_new_asset_deposit_address(vault_id, asset_id, idempotentKey \\ "")

      


        Creates a new deposit address for an asset of a vault account.



    


    
      
        create_wallet(wallet, idempotentKey \\ "")

      


        Creates a wallet for a specific asset in a vault account.



    


    
      
        get(vault_id)

      


        Gets a single vault account



    


    
      
        get_asset_balance(vault_id, asset_id)

      


        Get the asset balance for a vault account.



    


    
      
        get_asset_wallets(options)

      


        Gets all asset wallets at all of the vault accounts in your workspace. An asset wallet is an asset at a vault account. This method allows fast traversal of all account balances.



    


    
      
        get_assets_balance(options)

      


        Gets the assets amount summary for all accounts or filtered accounts.



    


    
      
        get_create_multiple_accounts_job(job_id)

      


        Get the status of a bulk vault account creation job.



    


    
      
        get_create_multiple_deposit_addresses_job(job_id)

      


        Get the status of a bulk deposit address creation job.



    


    
      
        get_max_bip44_index_used(vault_account_id, asset_id)

      


        Get the maximum BIP44 index used for a vault account asset.



    


    
      
        get_public_key_info(filter)

      


        Gets the public key information based on derivation path and signing algorithm.



    


    
      
        get_utxo_max_spendable_amount(vault_id, asset_id, manual_signing \\ false)

      


        Get the maximum amount of a particular asset that can be spent in a single transaction from a specified vault account
(UTXO assets only, with a limitation on number of inputs embedded).



    


    
      
        get_utxo_unspent_inputs(vault_id, asset_id)

      


        Get UTXO unspent input information.



    


    
      
        get_vault_balance_by_asset(asset_id)

      


        Get the aggregated vault balance for a specific asset across all vault accounts.



    


    
      
        hide(vault_id, idempotentKey \\ "")

      


        Hides the requested vault account from the web console view.



    


    
      
        list(listing)

      


        Gets a list of vault accounts per page matching the given filter or path



    


    
      
        list_vault_asset_addresses(options)

      


        Returns a paginated response of the addresses for a given vault account and asset.



    


    
      
        refresh_balance(vault_id, asset_id, idempotentKey \\ "")

      


        Updates the balance of a specific asset in a vault account.



    


    
      
        rename(vault_id, name, idempotentKey \\ "")

      


        Renames the requested vault account.



    


    
      
        segwit_to_legacy(vault_id, asset_id, address_id, idempotentKey \\ "")

      


        Converts an existing segwit address to the legacy format.



    


    
      
        set_auto_fuel(fuel, idempotentKey \\ "")

      


        Sets the autofueling property of the vault account to enabled or disabled.



    


    
      
        set_customer_ref_id(reference, idempotentKey \\ "")

      


        Assigns an AML/KYT customer reference ID for the vault account.



    


    
      
        unhide(vault_id, idempotentKey \\ "")

      


        Makes a hidden vault account visible in web console view.



    


    
      
        update_address_description(change, idempotentKey \\ "")

      


        Updates the description of an existing address of an asset in a vault account.



    





      


      
        Functions


        


    

  
    
      
    
    
      activate(vault_id, asset_id, idempotentKey \\ "")



        
          
        

    

  


  

Initiates activation for a wallet in a vault account.

  



    

  
    
      
    
    
      attach_detach_tags(params, idempotent_key \\ "")



        
          
        

    

  


  

Attach or detach tags from one or more vault accounts.
FireblocksSdk.Api.Vault.attach_detach_tags([
  vaultAccountIds: ["1", "2", "3"],
  tagIdsToAttach: ["tag-uuid-1"],
  tagIdsToDetach: ["tag-uuid-2"]
])
Options:
	:vaultAccountIds (list of String.t/0) - Required. The IDs of the vault accounts to modify tags on (1–100 accounts)

	:tagIdsToAttach (list of String.t/0) - The IDs of the tags to attach (1–20 UUIDs)

	:tagIdsToDetach (list of String.t/0) - The IDs of the tags to detach (1–20 UUIDs)



  



    

  
    
      
    
    
      create(vault, idempotentKey \\ "")



        
          
        

    

  


  

Creates a new vault account with the requested name.
FireblocksSdk.Api.Vault.create([
  name: "MyVault",
  hiddenOnUI: false,
  customerRefId: "MyCustomerRefId",
  autoFuel: false
])
Options:
	:name (String.t/0) - Required.

	:hiddenOnUI (boolean/0) - The default value is false.

	:customerRefId (String.t/0)

	:autoFuel (boolean/0) - The default value is true.



  



    

  
    
      
    
    
      create_multiple_accounts(params, idempotent_key \\ "")



        
          
        

    

  


  

Bulk creation of new vault accounts.
Initiates a background job that creates multiple vault accounts in a single request.
Poll the returned jobId with get_create_multiple_accounts_job/1 to track progress.
FireblocksSdk.Api.Vault.create_multiple_accounts([
  count: 10,
  baseAssetIds: ["ETH", "BTC"],
  prefix: "Ops-"
])
Options:
	:count (integer/0) - Required. Number of vault accounts to create

	:baseAssetIds (list of String.t/0) - Required. Array of base asset IDs to initialise in each new vault account

	:names (list of String.t/0) - Names to assign to vault accounts. Cannot be combined with vaultAccountNamesStartingIndex or prefix

	:vaultAccountNamesStartingIndex (integer/0) - Copy vault account names starting from this index. Cannot be combined with names

	:prefix (String.t/0) - When copying from existing vault accounts (vaultAccountNamesStartingIndex), adds a prefix to the names. Cannot be combined with names

	:tagIds (list of String.t/0) - Optional list of tag IDs (UUIDs, max 20) to attach to all created vault accounts



  



    

  
    
      
    
    
      create_multiple_deposit_addresses(params, idempotent_key \\ "")



        
          
        

    

  


  

Bulk creation of deposit addresses for a vault account asset.
Initiates a background job that creates multiple deposit addresses in a single request.
Poll the returned jobId with get_create_multiple_deposit_addresses_job/1 to track progress.
FireblocksSdk.Api.Vault.create_multiple_deposit_addresses([
  vaultAccountId: 1,
  assetId: "ETH",
  count: 5
])
Options:
	:vaultAccountId (integer/0) - Required. Existing vault account ID to add deposit addresses to

	:assetId (String.t/0) - Required. Asset ID

	:count (integer/0) - Required. Number of deposit addresses to create

	:descriptions (list of String.t/0) - Descriptions for the newly created addresses

	:vaultAccountToCopyDescFrom (integer/0) - Existing vault account ID to copy deposit address descriptions from when no descriptions are provided

	:vaultAccountToCopyDescFromIndex (integer/0) - Starting index within the source vault account to copy deposit address descriptions from



  



    

  
    
      
    
    
      create_new_asset_deposit_address(vault_id, asset_id, idempotentKey \\ "")



        
          
        

    

  


  

Creates a new deposit address for an asset of a vault account.

  



    

  
    
      
    
    
      create_wallet(wallet, idempotentKey \\ "")



        
          
        

    

  


  

Creates a wallet for a specific asset in a vault account.
FireblocksSdk.Api.Vault.create_wallet([
  vaultId: "1",
  assetId: "XLM"
])
Options:
	:vaultId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:eosAccountName (String.t/0)



  



  
    
      
    
    
      get(vault_id)



        
          
        

    

  


  

Gets a single vault account
	vault_id: Fireblock vault id


  



  
    
      
    
    
      get_asset_balance(vault_id, asset_id)



        
          
        

    

  


  

Get the asset balance for a vault account.
FireblocksSdk.Api.Vault.get_asset_balance("1", "XLM")

  



  
    
      
    
    
      get_asset_wallets(options)



        
          
        

    

  


  

Gets all asset wallets at all of the vault accounts in your workspace. An asset wallet is an asset at a vault account. This method allows fast traversal of all account balances.
FireblocksSdk.Api.Vault.get_asset_wallets([
  totalAmountLargerThan: 0,
  assetId: "USDC",
  limit: 1
])
Supported options:
	:totalAmountLargerThan - When specified, only asset wallets with total balance larger than this amount are returned.

	:assetId (String.t/0) - When specified, only asset wallets cross vault accounts that have this asset ID are returned.

	:orderBy - order by :asc or :desc

	:limit (non_neg_integer/0) - The maximum number of results in a single response. The default is 200 and the maximum is 1000. The default value is 200.

	:before (String.t/0) - Fetches the next paginated response before this element. This element is a cursor and is returned at the response of the previous page.

	:after (String.t/0) - Fetches the next paginated response after this element. This element is a cursor and is returned at the response of the previous page.



  



  
    
      
    
    
      get_assets_balance(options)



        
          
        

    

  


  

Gets the assets amount summary for all accounts or filtered accounts.
FireblocksSdk.Api.Vault.get_assets_balance([
  accountNamePrefix: "Operation"
])
Supported options:
	:accountNamePrefix (String.t/0)

	:accountNameSuffix (String.t/0)



  



  
    
      
    
    
      get_create_multiple_accounts_job(job_id)



        
          
        

    

  


  

Get the status of a bulk vault account creation job.
	job_id: The job ID returned by create_multiple_accounts/2


  



  
    
      
    
    
      get_create_multiple_deposit_addresses_job(job_id)



        
          
        

    

  


  

Get the status of a bulk deposit address creation job.
	job_id: The job ID returned by create_multiple_deposit_addresses/2


  



  
    
      
    
    
      get_max_bip44_index_used(vault_account_id, asset_id)



        
          
        

    

  


  

Get the maximum BIP44 index used for a vault account asset.
Returns the highest derivation index currently in use for the given vault account
and asset, which is useful before generating new addresses.
	vault_account_id: The vault account ID
	asset_id: The asset ID (e.g. "ETH")


  



  
    
      
    
    
      get_public_key_info(filter)



        
          
        

    

  


  

Gets the public key information based on derivation path and signing algorithm.
Options:
	:vaultId (String.t/0)

	:assetId (String.t/0)

	:addressId (String.t/0)

	:change (String.t/0)

	:derivationPath (String.t/0) - Required.

	:algorithm (String.t/0) - Required.

	:compressed (boolean/0)



  



    

  
    
      
    
    
      get_utxo_max_spendable_amount(vault_id, asset_id, manual_signing \\ false)



        
          
        

    

  


  

Get the maximum amount of a particular asset that can be spent in a single transaction from a specified vault account
(UTXO assets only, with a limitation on number of inputs embedded).
Send several transactions if you want to spend more than the maximum spendable amount.

  



  
    
      
    
    
      get_utxo_unspent_inputs(vault_id, asset_id)



        
          
        

    

  


  

Get UTXO unspent input information.

  



  
    
      
    
    
      get_vault_balance_by_asset(asset_id)



        
          
        

    

  


  

Get the aggregated vault balance for a specific asset across all vault accounts.
	asset_id: The asset ID (e.g. "ETH")


  



    

  
    
      
    
    
      hide(vault_id, idempotentKey \\ "")



        
          
        

    

  


  

Hides the requested vault account from the web console view.

  



  
    
      
    
    
      list(listing)



        
          
        

    

  


  

Gets a list of vault accounts per page matching the given filter or path
FireblocksSdk.Api.Vault.list([
  namePrefix: "Operations",
  assetId: "ETH",
  limit: 30
])
Supported options:
	:namePrefix (String.t/0)

	:nameSuffix (String.t/0)

	:minAmountThreshold (non_neg_integer/0)

	:assetId (String.t/0)

	:orderBy - order by :asc or :desc

	:limit (non_neg_integer/0) - The maximum number of results in a single response. The default is 200 and the maximum is 1000. The default value is 200.

	:before (String.t/0) - Fetches the next paginated response before this element. This element is a cursor and is returned at the response of the previous page.

	:after (String.t/0) - Fetches the next paginated response after this element. This element is a cursor and is returned at the response of the previous page.



  



  
    
      
    
    
      list_vault_asset_addresses(options)



        
          
        

    

  


  

Returns a paginated response of the addresses for a given vault account and asset.
FireblocksSdk.Api.list_vault_asset_addresses([
  vaultAccountId: "1",
  assetId: "XLM",
  limit: 200
])
Options:
	:vaultAccountId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:limit (non_neg_integer/0) - The maximum number of results in a single response. The default is 200 and the maximum is 1000. The default value is 200.

	:before (String.t/0) - Fetches the next paginated response before this element. This element is a cursor and is returned at the response of the previous page.

	:after (String.t/0) - Fetches the next paginated response after this element. This element is a cursor and is returned at the response of the previous page.



  



    

  
    
      
    
    
      refresh_balance(vault_id, asset_id, idempotentKey \\ "")



        
          
        

    

  


  

Updates the balance of a specific asset in a vault account.

  



    

  
    
      
    
    
      rename(vault_id, name, idempotentKey \\ "")



        
          
        

    

  


  

Renames the requested vault account.

  



    

  
    
      
    
    
      segwit_to_legacy(vault_id, asset_id, address_id, idempotentKey \\ "")



        
          
        

    

  


  

Converts an existing segwit address to the legacy format.

  



    

  
    
      
    
    
      set_auto_fuel(fuel, idempotentKey \\ "")



        
          
        

    

  


  

Sets the autofueling property of the vault account to enabled or disabled.
Options:
	:vaultId (String.t/0) - Required.

	:autoFuel (boolean/0) - Required. The default value is true.



  



    

  
    
      
    
    
      set_customer_ref_id(reference, idempotentKey \\ "")



        
          
        

    

  


  

Assigns an AML/KYT customer reference ID for the vault account.
# set customer reference on vault
FireblocksSdk.Api.Vault.set_customer_ref_id([
  vaultId: "1",
  customerRefId: "Customer#1"
])

# set customer reference on vault asset
FireblocksSdk.Api.Vault.set_customer_ref_id([
  vaultId: "1",
  assetId: "ETH",
  customerRefId: "Customer#1"
])
Options:
	:vaultId (String.t/0) - Required.

	:assetId (String.t/0)

	:addressId (String.t/0)

	:customerRefId (String.t/0) - Required.



  



    

  
    
      
    
    
      unhide(vault_id, idempotentKey \\ "")



        
          
        

    

  


  

Makes a hidden vault account visible in web console view.

  



    

  
    
      
    
    
      update_address_description(change, idempotentKey \\ "")



        
          
        

    

  


  

Updates the description of an existing address of an asset in a vault account.
Options:
	:vaultId (String.t/0) - Required.

	:assetId (String.t/0) - Required.

	:addressId (String.t/0) - Required.

	:description (String.t/0) - The default value is "".



  


        

      


  

    
FireblocksSdk.Api.Webhook 
    



      
Webhook V2 API module for Fireblocks SDK.

      


      
        Summary


  
    Functions
  


    
      
        create(webhook, idempotentKey \\ "")

      


        Creates a new webhook, which will be triggered on the specified events



    


    
      
        get(webhook_id)

      


        Retrieve a webhook by its id



    


    
      
        get_notification(notification \\ [])

      


        Retrieve a specific notification by its id.



    


    
      
        get_notification_attempts(notification \\ [])

      


        Get notification attempts by notification id



    


    
      
        get_notifications(webhook)

      


        Get all notifications by webhook id (paginated)



    


    
      
        get_resend_job_status(webhook_id, job_id)

      


        Get the status of a resend job



    


    
      
        list(webhook)

      


        Get all webhooks (paginated)



    


    
      
        remove(webhook_id)

      


        Delete a webhook by its id



    


    
      
        resend(notification \\ [], idempotentKey \\ "")

      


        Resend a specific notification by its id.



    


    
      
        resend_by_resource(notification \\ [], idempotentKey \\ "")

      


        Resend notifications by resource ID.



    


    
      
        resend_failed(notification \\ [], idempotentKey \\ "")

      


        Resend all failed notifications for a webhook, optionally filtered by resource ID.



    


    
      
        update(webhook, idempotentKey \\ "")

      


        Update a webhook by its id
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      create(webhook, idempotentKey \\ "")



        
          
        

    

  


  

Creates a new webhook, which will be triggered on the specified events
Endpoint Permission: Owner, Admin, Non-Signing Admin.
Options:
	:url (String.t/0) - Required.

	:description (String.t/0)

	:events (list of String.t/0) - Required.

	:enabled (boolean/0) - The default value is false.



  



  
    
      
    
    
      get(webhook_id)



        
          
        

    

  


  

Retrieve a webhook by its id

  



    

  
    
      
    
    
      get_notification(notification \\ [])



        
          
        

    

  


  

Retrieve a specific notification by its id.
Options:
	:includeData (boolean/0) - Whether to include notification data in the response. The default value is false.

	:webhookId (String.t/0) - Required. The ID of the webhook to fetch

	:notificationId (String.t/0) - Required. The ID of the notification to fetch



  



    

  
    
      
    
    
      get_notification_attempts(notification \\ [])



        
          
        

    

  


  

Get notification attempts by notification id
Options:
	:webhookId (String.t/0) - Required. The ID of the webhook to fetch

	:notificationId (String.t/0) - Required. The ID of the notification to fetch

	:pageCursor (String.t/0)

	:pageSize (integer/0) - The default value is 10.



  



  
    
      
    
    
      get_notifications(webhook)



        
          
        

    

  


  

Get all notifications by webhook id (paginated)
# Get notifications for a specific webhook
FireblocksSdk.Api.Webhook.get_notifications([
  webhookId: "wh_123abc",
  order: :desc,
  events: ["transaction.created", "embedded_wallet.asset.added"],
  statuses: [:failed],
  pageSize: 20
])
Options:
	:webhookId (String.t/0) - Required.

	:sortBy - Field to sort notifications by. Available values: :id, :createdAt, :updatedAt, :status, :eventType, :resourceId.

	:order - available value: :asc, :desc

	:pageCursor (String.t/0)

	:pageSize (integer/0) - The default value is 10.

	:startTime (integer/0) - Start time in milliseconds since epoch to filter by notifications created after this time (default 31 days ago)

	:endTime (integer/0) - End time in milliseconds since epoch to filter by notifications created before this time (default current time)

	:statuses - Filter notifications by status. Available values: :completed, :failed, :in_progress, :on_hold.

	:events (list of String.t/0) - Available values : transaction.created, transaction.status.updated, transaction.approval_status.updated, transaction.network_records.processing_completed, external_wallet.asset.added, external_wallet.asset.removed, internal_wallet.asset.added, internal_wallet.asset.removed, contract_wallet.asset.added, contract_wallet.asset.removed, vault_account.created, vault_account.asset.added, vault_account.asset.balance_updated, embedded_wallet.status.updated, embedded_wallet.created, embedded_wallet.asset.balance_updated, embedded_wallet.asset.added, embedded_wallet.account.created, embedded_wallet.device.added, onchain_data.updated, connection.added, connection.removed, connection.request.waiting_peer_approval, connection.request.rejected_by_peer

	:resourceId (String.t/0)



  



  
    
      
    
    
      get_resend_job_status(webhook_id, job_id)



        
          
        

    

  


  

Get the status of a resend job

  



  
    
      
    
    
      list(webhook)



        
          
        

    

  


  

Get all webhooks (paginated)
Options:
	:order - available value: :asc, :desc The default value is :desc.

	:pageCursor (String.t/0)

	:pageSize (integer/0) - The default value is 10.



  



  
    
      
    
    
      remove(webhook_id)



        
          
        

    

  


  

Delete a webhook by its id
Endpoint Permission: Owner, Admin, Non-Signing Admin.

  



    

    

  
    
      
    
    
      resend(notification \\ [], idempotentKey \\ "")



        
          
        

    

  


  

Resend a specific notification by its id.
Endpoint Permission: Owner, Admin, Non-Signing Admin, Editor, Signer.
Options:
	:webhookId (String.t/0) - Required. The ID of the webhook to resend notification for

	:notificationId (String.t/0) - Required. The ID of the notification to resend



  



    

    

  
    
      
    
    
      resend_by_resource(notification \\ [], idempotentKey \\ "")



        
          
        

    

  


  

Resend notifications by resource ID.
Endpoint Permission: Owner, Admin, Non-Signing Admin, Editor, Signer.
Options:
	:webhookId (String.t/0) - Required. The ID of the webhook to resend notifications for

	:resourceId (String.t/0) - Required. The resource ID to resend notifications for

	:excludeStatuses - Filter notifications by status. Available values: :completed, :failed, :in_progress, :on_hold.



  



    

    

  
    
      
    
    
      resend_failed(notification \\ [], idempotentKey \\ "")



        
          
        

    

  


  

Resend all failed notifications for a webhook, optionally filtered by resource ID.
Endpoint Permission: Owner, Admin, Non-Signing Admin, Editor, Signer.
Options:
	:webhookId (String.t/0) - Required. The ID of the webhook to resend failed notifications for

	:startTime (integer/0) - Start time in milliseconds since epoch to filter by notifications created after this time (default 31 days ago)

	:events (list of String.t/0) - Available values : transaction.created, transaction.status.updated, transaction.approval_status.updated, transaction.network_records.processing_completed, external_wallet.asset.added, external_wallet.asset.removed, internal_wallet.asset.added, internal_wallet.asset.removed, contract_wallet.asset.added, contract_wallet.asset.removed, vault_account.created, vault_account.asset.added, vault_account.asset.balance_updated, embedded_wallet.status.updated, embedded_wallet.created, embedded_wallet.asset.balance_updated, embedded_wallet.asset.added, embedded_wallet.account.created, embedded_wallet.device.added, onchain_data.updated, connection.added, connection.removed, connection.request.waiting_peer_approval, connection.request.rejected_by_peer



  



    

  
    
      
    
    
      update(webhook, idempotentKey \\ "")



        
          
        

    

  


  

Update a webhook by its id
Endpoint Permission: Owner, Admin, Non-Signing Admin.
Options:
	:webhookId (String.t/0) - Required. The ID of the webhook to update

	:url (String.t/0)

	:description (String.t/0)

	:events (list of String.t/0)

	:enabled (boolean/0) - The default value is false.



  


        

      


  

    
FireblocksSdk.Api.Workspace 
    




      
        Summary


  
    Functions
  


    
      
        freeze_workspace()

      


        Freezes a Workspace so ALL operations by ANY user are blocked.



    


    
      
        get_workspace()

      


        Returns the workspace ID and name for the authenticated user.



    





      


      
        Functions


        


  
    
      
    
    
      freeze_workspace()



        
          
        

    

  


  

Freezes a Workspace so ALL operations by ANY user are blocked.
Warning: This is a destructive operation. Once frozen, the workspace can
only be unfrozen by contacting Fireblocks Support. Only workspace Admins
may call this endpoint.


  



  
    
      
    
    
      get_workspace()



        
          
        

    

  


  

Returns the workspace ID and name for the authenticated user.

  


        

      


  

    
FireblocksSdk.Schema 
    



      
Shared NimbleOptions schemas used across multiple API modules.
Only schemas that are genuinely reused by more than one module belong here.
Module-specific schemas should be defined as @<function>_schema attributes
directly in the module that uses them.

      


      
        Summary


  
    Functions
  


    
      
        wallet_add_asset_request()

      


        Schema for adding an asset to an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.



    


    
      
        wallet_create_request()

      


        Schema for creating an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.



    


    
      
        wallet_set_customer_ref_id_request()

      


        Schema for setting the AML/KYT customer reference ID on an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.



    





      


      
        Functions


        


  
    
      
    
    
      wallet_add_asset_request()



        
          
        

    

  


  

Schema for adding an asset to an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.

  



  
    
      
    
    
      wallet_create_request()



        
          
        

    

  


  

Schema for creating an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.

  



  
    
      
    
    
      wallet_set_customer_ref_id_request()



        
          
        

    

  


  

Schema for setting the AML/KYT customer reference ID on an external or internal wallet.
Used by FireblocksSdk.Api.ExternalWallet and FireblocksSdk.Api.InternalWallet.

  


        

      


  OEBPS/dist/epub-7LKEGYS5.js
(() => {
  // js/helpers.js
  var s = document.querySelector.bind(document), o = document.querySelectorAll.bind(document);
  function r(e) {
    document.readyState !== "loading" ? e() : document.addEventListener("DOMContentLoaded", e);
  }

  // js/makeup.js
  var l = "hll";
  window.addEventListener("exdoc:loaded", t);
  function t() {
    o("[data-group-id]").forEach((e) => {
      e.addEventListener("mouseenter", i), e.addEventListener("mouseleave", i);
    });
  }
  function i(e) {
    let n = e.currentTarget, a = e.type === "mouseenter", c = n.getAttribute("data-group-id");
    n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach((u) => {
      u.classList.toggle(l, a);
    });
  }

  // js/entry/epub.js
  r(() => {
    t();
  });
})();




